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Abstract

One of the key tasks of quality assurance in higher education is the systematic monitoring of
course-level outcomes and the adoption of appropriate decisions based on the analysis of these
results. Although quality assurance standards and guidelines place strong emphasis on data-
informed monitoring and the periodic review of programmes, practical analytical approaches
applied at the course level often remain diverse and unevenly formalized. This situation is largely
influenced by the institutional autonomy granted to higher education institutions, which results

in diverse practices across institutions.

The aim of this paper is to review and comparatively analyze contemporary data-informed and
analytics-based approaches to course-level quality assurance. The study is based on a systematic
examination of existing approaches, including the analysis of aggregated assessment data, the use
of learning analytics and educational data mining, as well as the role of explainable analytics in
supporting academic and managerial decision making. The review is complemented by a practice-
oriented example based on real data, which examines the longitudinal analysis of assessment

outcomes for the same course over multiple academic years.

The findings indicate that the analysis of grade distributions and performance dynamics can be

effectively used to identify the need for improvements in course content, teaching methods,
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allocation of instructional time and assessment systems. The paper highlights the specific
characteristics of different approaches, their strengths and limitations, and emphasizes the

importance of using modern technologies to support course-level quality assurance processes.

Keywords: Quality Assurance in Higher Education, Learning Analytics, Data Processing,

Hierarchical Clustering, Unsupervised Learning, Grade Distribution Analysis

Introduction

Quality assurance has long been recognized as one of the central issues in higher education
and encompasses multiple dimensions related to teaching, learning, assessment, institutional
effectiveness, and other processes taking place within higher education institutions (HEIs). The
definition of quality assurance in HEIs emphasizes its multidimensional and context-dependent
nature, which includes the transformation and enhancement of teaching processes in order to

ensure learning outcomes (Harvey & Green, 1993).

Within this process, quality assurance at the course level plays a critical role, as the
objectives of individual courses are aligned with the objectives of the corresponding academic
program, which in turn reflect institutional goals, in accordance with the principles of outcomes-
based education (Biggs et al., 2022). Thus, the learning outcomes achieved by students within
individual courses determine the attainment of program-level outcomes, which consequently
contributes positively to the overall quality development of the HEI. It can be argued that
outcomes achieved at the course level represent the primary interface between institutional

objectives and students’ learning experiences.

The Standards and Guidelines for Quality Assurance in the European Higher Education
Area (ESG) place strong emphasis on the continuous monitoring, periodic review, and evidence-
based improvement of study programmes and courses (European Association for Quality

Assurance in Higher Education [ENQA], 2015). At the same time, ESG does not prescribe specific
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analytical methods for evaluating course-level outcomes, which has led to the emergence of
diverse practices and approaches to the analysis of course results across higher education
institutions. These approaches differ in terms of the types of data used, the depth of analysis, and
their intended purposes and modes of interpretation, thereby creating a clear need for their

systematic examination and comparative analysis.

Proper alignment between course learning outcomes, subject content, teaching activities,
and assessment methods is a fundamental prerequisite for quality learning (Biggs et al., 2022).
Although the aggregated assessment results (grades) obtained by students in a course do not fully
capture the quality of teaching and learning, the thoughtful and contextualized analysis of these
outcomes plays an important role in supporting broader and continuous quality assurance
processes (Boretz, 2004). Moreover, the systematic analysis of assessment results can inform

meaningful adjustments in course design and implementation.

Data-informed decision making has gained increasing importance in higher education
governance and curriculum development. Research indicates that the effective use of data can
contribute to improvements in teaching and learning processes, provided that data are
interpreted within appropriate pedagogical and organizational contexts (Schildkamp & Kuiper,
2010; Webber & Zheng, 2020). Advances in learning analytics, educational data mining, and
related technologies have further expanded the possibilities for analyzing student achievement
and learning processes (Shafiq et al., 2022). In parallel, the digitalization of educational processes
and the development of data processing and analytical technologies have significantly broadened

opportunities for enhancing the quality of teaching and learning (Martin et al., 2020).

At the course level, observing and analyzing the numerical distribution of students’
assessment outcomes can serve as an important source of information for evaluating the
effectiveness of individual courses (Rexwinkel et al., 2013). Recent practice-oriented studies

further demonstrate how the use of data and data visualization techniques within learning
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management systems can enhance the interpretability of course-level outcomes and support

informed academic decision making (Tabatadze, 2023; Tabatadze & Sokhadze, 2023).

In this context, the aim of the present paper is to review and comparatively analyze
contemporary data-informed and analytics-based approaches to course-level quality assurance in
higher education. The study seeks to demonstrate how explainable and accessible analytical
methods can be employed to support effective course review processes and continuous quality

improvement.

Review of Assessment-Based Approaches to Course-Level Outcome Analysis

The present study is based on aggregated assessment data, specifically the quantitative
distribution of final grades (A - F) awarded to students in individual courses. The paper examines
the types of analytical approaches and evaluative interpretations that can be applied on the basis
of course-level outcomes after course completion and compares these approaches with one
another. Although this type of data does not allow for a detailed analysis of individual students’
learning trajectories, it nevertheless represents an important source for identifying systemic
patterns and potential issues at the course level (Schildkamp & Kuiper, 2010; Rexwinkel et al.,
2013). Such data can be conceptualized as outcome-level distribution data, which are widely used
in quality assurance practices to evaluate the effectiveness of individual courses (Boretz, 2004;

Rexwinkel et al., 2013).

Based on the assessment outcomes achieved by students within a specific course, a variety
of approaches can be employed to analyze course-level results in support of quality assurance
processes. These approaches differ in terms of analytical depth, temporal scope, and interpretative
focus. Some methods rely on descriptive statistical analysis of grade distributions, while others
adopt comparative or longitudinal approaches, enabling the identification of trends, changes, and
potential anomalies across different academic years and student cohorts (Schildkamp & Kuiper,

2010; Rexwinkel et al., 2013). In addition, so-called hybrid approaches are increasingly used,
8
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integrating elements of learning analytics, data visualization, and rule-based interpretation in
order to enhance the explainability and practical usability of analytical results for academic staff

and decision makers (Martin et al., 2020; Tabatadze, 2023; Tabatadze & Sokhadze, 2023).

Within the context of course-level outcome analysis, several widely used approaches can
be identified. These include descriptive statistical analysis of grade distributions, comparative
analysis across courses or student cohorts, longitudinal analysis of course outcomes over multiple
academic years, threshold- and rule-based evaluation approaches, as well as analytics-driven
methods that employ statistical techniques, data visualization tools, and contemporary
technological capabilities, including machine learning models (Schildkamp & Kuiper, 2010;
Rexwinkel et al., 2013; Martin et al., 2020; Tabatadze, 2023; Tabatadze & Sokhadze, 2023). These
approaches differ in terms of analytical depth, interpretative scope, and their practical

applicability to course-level quality assurance processes.
Descriptive Grade Distribution Approaches

Course-level outcome analysis frequently relies on descriptive representations of
assessment results, such as the distribution of grades on an A-F scale and pass/fail indicators. Such
outcome-level distribution data are widely used as an analytical tool that enables the timely
interpretation of the overall performance profile of a course and the identification of potentially
critical system-wide signals. It is noteworthy that, in institutional practice, grade distribution
analysis is often employed as an initial stage of quality assurance processes, particularly when the
objective is to monitor course outcomes and to support the early detection of problematic trends

(Boretz, 2004; Rexwinkel et al., 2013; Schildkamp & Kuiper, 2010).
Threshold- and Indicator-Based Quality Signals

In practice, threshold- and indicator-based approaches are widely applied to identify
potential quality issues at the course level. Studies and quality assurance documentation
frequently refer to indicators such as a high proportion of low grades (e.g., F) or the cumulative

share of weak outcomes (D+E+F), which may signal problems related to assessment design,
9
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student workload, or teaching methods. At the same time, an excessive concentration of high
grades (A+B) is often discussed as a potential indicator of grade inflation. Importantly, such
thresholds are not interpreted as rigid rules; rather, they are commonly used in quality assurance

practice as heuristic signals that require further analysis and contextual interpretation (Boretz,

2004; Rexwinkel et al., 2013; Schildkamp & Kuiper, 2010).
Longitudinal and Trend-Based Approaches

In course-level quality evaluation, particular importance is attributed to longitudinal and
trend-based approaches that rely on the analysis of outcomes from the same course across
multiple academic years. The use of multi-year data makes it possible to identify stable trends,
recurring deviations, and so-called structural problems that often remain invisible when analysis
is based on a single cohort or academic year. In the literature, such dynamics are frequently
described in terms of a critical trajectory, indicating systematic deterioration or improvement in
course outcomes over a defined period of time (Rexwinkel et al., 2013; Schildkamp & Kuiper,

2010).
Statistical Significance-Based Approaches

In some cases, course-level outcome analysis is grounded in methods based on statistical
significance testing. Within this context, techniques such as the x? test are employed to assess
differences between grade distributions, while effect size indicators are used to capture the
practical significance of observed changes. Such approaches are particularly important when the
objective is to distinguish random fluctuations from genuine, systematic changes in course
outcomes and to strengthen the scientific robustness and credibility of analytical conclusions

(Rexwinkel et al., 2013; Schildkamp & Kuiper, 2010).
Analytics- and Rule-Based Approaches (Explainable)

In recent years, analytics- and rule-based approaches grounded in the technological

processing of educational data have increasingly been applied to enhance the transparency and

10



Computational and Applied Science — 2026, Volume 1, Issue 1

interpretability of course-level outcome analysis. Within this context, machine learning models
are commonly used for clustering tasks, enabling courses to be grouped according to similarities
in outcome distributions and facilitating the identification of shared patterns across courses. At
the same time, the literature emphasizes that more complex models, such as deep learning
algorithms, despite their strong predictive capabilities, are less practical for course-level quality
assurance due to their limited interpretability and low level of explainability. Consequently,
greater emphasis is placed on simpler and more interpretable approaches, including unsupervised
clustering techniques and rule-based decision logic, which are more closely aligned with the
practical requirements of quality assurance processes and support explainable, data-informed

decision making (Schildkamp & Kuiper, 2010; Martin et al., 2020; Shafiq et al., 2022).
Hybrid Approaches in Course-Level Quality Assurance

In quality assurance practice, course-level outcome analysis is rarely based on a single,
isolated analytical approach. Instead, so-called hybrid approaches are commonly applied,
combining elements of two or more complementary methods selected in accordance with specific
analytical objectives and contextual conditions. In practice, such combinations may include, for
example, descriptive analysis of grade distributions together with threshold-based indicators, or
longitudinal trend analysis combined with tests of statistical significance, while in some cases a
broader analytical framework may be employed. This selective integration enables stronger
interpretation of results, reduces the impact of limitations inherent in individual methods, and
supports more balanced and context-sensitive conclusions based on outcome-level data.
Consequently, hybrid approaches represent a flexible and practice-oriented instrument for

course-level quality assurance processes.

The approaches discussed above illustrate the diversity of analytical perspectives that can
be applied to course-level outcome data. While each method emphasizes different aspects of
course performance, their combined use in practice enables a more comprehensive and nuanced

interpretation of quality-related signals. Of particular interest, therefore, is not the comparison

11
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of individual analytical approaches in isolation, but the examination of selected combinations of
these approaches and the outcomes they produce. From a research perspective, it is especially
important to assess how the use of two or three complementary methods in combination
influences the interpretation, robustness, and practical usability of conclusions drawn from

course-level quality assurance analyses.

Two Hybrid Analytical Approaches

An important area of research concerns the examination of different hybrid analytical
approaches and their comparative analysis within the context of course outcome—based quality
assurance. Within the framework of the present paper, two hybrid approaches are examined,
which are deliberately formulated to reflect two distinct yet complementary paradigms of data-
informed quality assurance. The first approach is based on observing students’ achieved outcomes
over time and focuses on identifying the stability of course results and sustainable trends across
multiple academic years. The second approach, in contrast to the first, concentrates on the
analysis of single-semester data and employs analytics-based machine learning techniques,

specifically clustering, to identify similarities and differences in outcomes across courses.

These two hybrid approaches are not viewed as mutually exclusive or competing
alternatives. Rather, they are presented as analytically distinct frameworks that support quality
assurance processes in different contexts. The time-based approach is particularly effective for
identifying structural and recurring issues, whereas the clustering-based analytical approach is
more suitable for rapid, data-driven interpretation in situations where only single-semester data

are available.

Within the scope of the study, each hybrid approach is examined separately, taking into
account its constituent analytical elements, underlying logic of application, and interpretative

capacity. This is followed by a comparative analysis focusing on relevant criteria applied in

12
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quality assurance processes. This comparison provides the foundation for the subsequent

empirical analysis, in which both hybrid approaches are applied to real-world data.
Time-Based Hybrid Analytical Approach

The time-based hybrid analytical approach is grounded in the observation of course
outcomes over time and the analysis of data accumulated across multiple academic years. This
approach constitutes a combination of descriptive analysis of grade distributions, threshold- and
indicator-based evaluation methods, and longitudinal trend analysis, thereby forming a hybrid
analytical framework. The primary objective of this approach is not the evaluation of a single
semester or cohort, but the identification of dynamics, stability, and recurring patterns in course
outcomes over time. Such a perspective is particularly important in quality assurance processes,

where single-point data often fail to capture systemic issues or long-term changes.
This hybrid analytical approach integrates the following analytical components:

» Descriptive analysis of grade distributions;
» Threshold- and indicator-based evaluation approaches;

» Longitudinal and trend-based analytical approaches.

At the first stage, descriptive analysis of grade distributions is applied to provide an overall
profile of course outcomes for each academic year. This analysis is complemented by threshold-
and indicator-based evaluation, which enables the identification of potentially critical signals,

such as changes in the proportion of low or high grades over time.

At the second stage, longitudinal and trend-based analysis is conducted, in which course
outcomes are examined as a time series. This makes it possible to identify stable trends, recurring
deviations, and so-called structural problems that may indicate imbalances in course content,
teaching methods, or assessment design. Particular attention is given to dynamics described as a
critical trajectory, referring to a consistent deterioration or improvement in outcomes over a

defined period.

13
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The main strength of this hybrid approach lies in its ability to support contextualized and
robust interpretation of results. The use of multi-year data reduces the influence of random
fluctuations and enhances the reliability of analytical conclusions. At the same time, one of its
limitations is its reliance on historical data, which makes it less effective in cases where a course

is newly introduced or has undergone recent substantive changes.

Overall, the time-based hybrid analytical approach represents an effective instrument for
the systematic evaluation of course outcomes and is particularly well suited to quality assurance

processes oriented toward long-term development and the planning of structural improvements.
Clustering-Based Hybrid Analytical Approach

The clustering-based hybrid analytical approach focuses on the structural analysis of
course outcomes within a single academic period and aims to identify similarities and differences
between courses through outcome-based clustering of data. In contrast to time-based approaches,
this analytical framework is designed for contexts in which longitudinal data are not available or
where the primary objective is to support rapid and comparative interpretation of course-level
results. The approach integrates descriptive and rule-based evaluation with analytics-oriented

methods, resulting in a clustering-centered hybrid analytical configuration.
This hybrid analytical approach integrates the following analytical components:

» descriptive analysis of grade distributions;
» threshold- and indicator-based evaluation approaches;

» analytics- and clustering-based analytical methods.

At the initial stage, descriptive analysis of grade distributions is applied, whereby outcome
profiles for each course are constructed using A-F grade scales, pass/fail indicators, and other
relevant metrics. This stage ensures a structured representation of outcome-level data and

establishes a common analytical basis for subsequent comparison.

14
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At the next stage, threshold- and indicator-based evaluation is conducted, enabling the
identification of potentially critical quality signals, such as a high proportion of weak outcomes
or an excessive concentration of high grades. These indicators are not interpreted as rigid rules,

but rather are used as heuristic reference points that guide further interpretation.

The central element of this hybrid approach is clustering based on machine learning
techniques, which aims to group courses according to similarities in their outcome distributions.
The application of unsupervised clustering methods makes it possible to reveal latent structural
patterns across courses and to form groups with comparable performance profiles. At the same
time, particular emphasis is placed on explainable clustering solutions, which ensure the
transparency and practical usability of analytical results for academic staff and quality assurance

units.

The main strength of the clustering-based hybrid analytical approach lies in its ability to
support rapid, data-informed interpretation in contexts where only single-semester data are
available. The combination of descriptive analysis, indicator-based evaluation, and explainable
machine learning facilitates the identification of structural similarities between courses and the
detection of potentially problematic groups. However, a key limitation of this approach is the
absence of a temporal dimension, which restricts the assessment of result stability and long-term

trends.

Overall, the clustering-based hybrid analytical approach represents a flexible and
practice-oriented instrument for course-outcome-based quality assurance processes, particularly
in contexts that require timely analytical responses and the explainable use of data-driven

methods.

The approaches described represent two distinct yet complementary analytical
configurations for assessment-based quality assurance and reflect different logics and contexts of
data-informed analysis. In this regard, a comparative examination of these approaches is of

particular interest.

15
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The time-based hybrid approach (1-2-3)! supports a dynamic and stable evaluation of
course outcomes and is particularly effective in identifying structural and recurring issues. In
contrast, the clustering-based hybrid approach (1-2-5)2 is oriented toward simultaneous
structural comparison and enables rapid, data-driven interpretation in contexts where only

single-semester data are available.

The analysis is conducted using real assessment data, which allows for the evaluation of
the practical effectiveness of both hybrid approaches within an authentic educational context.
The use of empirical data enables the translation of theoretically described analytical differences
into practically interpretable results and highlights the specific strengths and limitations

associated with the application of each approach.

Empirical Application of Hybrid Analytical Approaches

To demonstrate the practical applicability of the proposed hybrid analytical approaches,
both methods are implemented in this study using the same real, aggregated assessment data. The
dataset covers course-level outcomes from the Fall semesters of three consecutive academic years
(2022-2023, 2023-2024, and 2024-2025). The purpose of the empirical analysis is not to evaluate
individual instructors or students, but rather to illustrate how the analysis of grade distributions

at the course level can support data-informed quality assurance processes.

The data used in the analysis include both percentage-based and absolute distributions of
final student grades (A-F) by course, as well as the total number of students enrolled in each
course. To avoid unstable or misleading interpretations, the core analytical conclusions are based

only on courses with a minimum enrollment of N students (in this case, N = 10). Courses with

1 (1) Descriptive grade distribution analysis;
(2) Threshold- and indicator-based evaluation approaches;
(3) Longitudinal and trend-based analysis;.

2 (1) Descriptive grade distribution analysis;
(2) Threshold- and indicator-based evaluation approaches;
(5) Analytics- and clustering-based methods

16
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small cohort sizes are treated as preliminary signals that require additional contextual evaluation

and are not used for drawing final conclusions.

The dataset used in the study comprises 10 courses from the Fall 2022-2023 semester, 15
courses from the Fall 2023-2024 semester, and 17 courses from the Fall 2024-2025 semester.

Among these, 7 courses were offered consistently across all three academic years.

Table 1. Course-level grade distributions (A-F), Fall 2022-2023.

Grades
Subject
A B C D E F Total
Computer Graphics Tools (Photoshop) 28.6% (4)|21.4% (3)(14.3% (2)|0% (0) 7.1% (1) |28.6% (4)[100% (14)
Computer Hardware 3.2% (1) |3.2% (1) |29.0% (9)|32.3% (10)[19.4% (6)|12.9% (4)|100% (31)
Computer Networks 0% (0) [0% (0) [0% (0) [36.4% (4) |36.4% (4)[27.3% (3)[100% (11)
Computer Skills 0% (0) |7.7% (1) |7.7% (1) [23.1% (3) |30.8% (4)|30.8% (4)[100% (13)
Database Management Systems (MS SQL Server)|0% (0) 0% (0) |13.3% (2)|46.7% (7) (20.0% (3)|20.0% (3)|100% (15)
English Language B1.1 0% (0) [0% (0) [0% (0) [30.8% (4) [30.8% (4)|38.5% (5)[100% (13)
Fundamentals of Web Design 9.7% (3) [9.7% (3) [19.4% (6)[19.4% (6) [16.1% (5)|25.8% (8)|100% (31)
Introduction to Programming (Python-Based) |7.7% (1) |30.8% (4)[23.1% (3)|7.7% (1) |0% (0) |30.8% (4)|100% (13)
Linear Algebra and Analytic Geometry 0% (0) [0% (0) [5.6% (1) [33.3% (6) |22.2% (4)|38.9% (7)[100% (18)
Object-Oriented Programming (C++) 0% (0) |7.1% (1) [0% (0) [28.6% (4) |28.6% (4)|35.7% (5)|100% (14)
Table 2. Course-level grade distributions (A-F), Fall 2023-2024.
Grades
Subject
A B C D E F Total

Academic Writing 0% (0) |20% (2) |20% (2) 0% (0) 0% (0) 60% (6) |100% (10)
Applied Programming 0% (0) |0% (0) |27.3% (3) |45.5% (5) |0% (0) 27.3% (3) [100% (11)
Calculus 10% (2) |15% (3) [10% (2) [35% (7) |15% (3) [15% (3) |100% (20)
Computer Graphics Tools (Photoshop) 2% (1) |7.8% (4)|7.8% (4) (21.6% (11)|15.7% (8) [45.1% (23)|100% (51)
Computer Hardware 0% (0) 0% (0) |4% (2) 10% (5) |14% (7) |72% (36) |100% (50)
Computer Networks 0% (0) 0% (0) |0% (0) 13.6% (3) |45.5% (10)|40.9% (9) |100% (22)
Computer Skills 0% (0) |7.7% (4)|17.3% (9) |25% (13) [23.1% (12)|26.9% (14)|100% (52)
English for Informatics 18.2% (2)(9.1% (1)(9.1% (1)  [36.4% (4) |0% (0) 27.3% (3) |100% (11)
English Language B2.1 0% (0) |0% (0) |6.7% (1) |20% (3) |40% (6) [33.3% (5) [100% (15)
English Language B2.2 10% (1) [0% (0) |40% (4) [30% (3) |0% (0) 20% (2) |100% (10)
Fundamentals of Web Design 42% (2) |2.1% (1)/8.3% (4) |10.4% (5) [12.5% (6) [62.5% (30)|100% (48)
Introduction to Programming (Python-Based) |5.8% (3) |9.6% (5)|26.9% (14)|23.1% (12)|7.7% (4) |26.9% (14)|100% (52)
Object-Oriented Programming (C++) 9.5% (2) |4.8% (1)/4.8% (1) |23.8% (5) [38.1% (8) [19% (4) |100% (21)
Probability Theory and Mathematical Statistics|0% (0)  |0% (0) |7.1% (1) |57.1% (8) [14.3% (2) (21.4% (3) |100% (14)
Web Programming (Server-Side) 7.1% (1) |7.1% (1)|7.1% (1) |14.3% (2) [42.9% (6) [21.4% (3) [100% (14)
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Table 3. Course-level grade distributions (A-F), Fall 2024-2025.

Grades
Subject
A B C D E F Total
Applied Programming 0% (0) (0% (0) |11.1% (2)|22.2% (4)|27.8% (5) [38.9% (7) [100% (18)
Calculus 14.3% (2)|35.7% (5)(21.4% (3)|7.1% (1) |0% (0) 21.4% (3) [100% (14)
Computer Graphics Tools (Photoshop) 4% (1) [16% (4) (8% (2) [12% (3) |0% (0) 60% (15) |100% (25)
Computer Hardware 2.9% (1) (8.8% (3) [5.9% (2) [14.7% (5)|0% (0) 67.6% (23)[100% (34)
Computer Networks 0% (0) (0% (0) |5.3% (1) (21.1% (4)[21.1% (4) |52.6% (10)|100% (19)
Computer Skills 0% (0) [5.9% (1) |17.6% (3)|23.5% (4)(5.9% (1) |47.1% (8) [100% (17)
Database Management Systems (MS SQL Server)|7.7% (2) |7.7% (2) |11.5% (3)|30.8% (8)|11.5% (3) |30.8% (8) [100% (26)
English for Informatics 5% (1) [15% (3) [35% (7) [30% (6) (5% (1) 10% (2) |100% (20)
Fundamentals of Artificial Intelligence 0% (0) (0% (0) [0% (0) |16.7% (3)|55.6% (10)(27.8% (5) |100% (18)
Fundamentals of Web Design 0% (0) (0% (0) |4.2% (1) [12.5% (3)|16.7% (4) [66.7% (16)|100% (24)
Introduction to Programming (Python-Based) [6.2% (1) [18.8% (3)6.2% (1) [12.5% (2)|6.2% (1) |50% (8) |100% (16)
Mathematical Modeling 14.3% (4)|14.3% (4)(14.3% (4)|25% (7) 0% (0) 32.1% (9) |100% (28)
Mobile Application Design and Development  |0% (0) |20% (2) [10% (1) |30% (3) |0% (0) 40% (4) |100% (10)
Object-Oriented Programming (C++) 17.6% (3)|11.8% (2)[17.6% (3)|5.9% (1) [17.6% (3) |29.4% (5) |100% (17)
Probability Theory and Mathematical Statistics |0% (0) |26.3% (5)|10.5% (2)|31.6% (6)|0% (0) 31.6% (6) |100% (19)
Programming on the JVM Platform I 16.7% (2)8.3% (1) [25% (3) [25% (3) [8.3% (1) [16.7% (2) |100% (12)
Web Programming (Server-Side) 6.2% (1) [6.2% (1) |6.2% (1) [18.8% (3)|18.8% (3) [43.8% (7) [100% (16)

Practical Application of the Time-Based Hybrid Analytical Approach to Course-Level

Data

The time-based hybrid analytical approach examines course-level outcomes jointly across
three academic years. The primary objective of the analysis is to assess the extent to which course
outcomes remain stable over time. In this context, particular attention is given to specific
segments of grade distributions that are interpreted as indicators of low and high academic
outcomes. These indicators are not defined through a single fixed combination but are applied in
different aggregated forms, depending on the analytical objective and the contextual

characteristics of each course.

In the analysis of low outcomes, both the individual grade F and its extended aggregations
(E-F or D-E-F) may be employed, reflecting different levels of interpretative strictness. For
instance, focusing solely on grade F highlights cases of extreme failure, whereas the D-E-F

aggregation provides a broader picture of the proportion of students who failed to meet minimum
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course requirements or achieved results at a marginal level. This distinction is important, as a
given course may not exhibit a high share of F grades while still being characterized by a

substantial concentration of D and E grades near the passing threshold.

Similarly, the analysis of high outcomes is not limited to grade A alone. In practice, both
A and the aggregated A-B indicators are used, as they capture different aspects of high
achievement distribution. An analysis based exclusively on grade A highlights exceptional
performance, whereas the A-B aggregation provides a more stable and less sensitive indicator

that better reflects overall academic success at the course level.

Within the framework of this study, grade distribution analysis was conducted using A—
B (high outcomes) and E-F (low outcomes) indicators, with 30% and 40% aggregation thresholds,
respectively, applied as critical cut-off values. These thresholds are treated as clear and

interpretable signals for identifying structural characteristics in course-level assessment profiles.

Courses were identified in which the share of E-F grades reached or exceeded 40% in all
three academic years. Such recurrence indicates that a high concentration of low outcomes does
not represent a one-off anomaly but rather reflects a stable, time-consistent pattern. In these
courses, the E-F share consistently reaches or exceeds the 40% threshold across all three academic
years, pointing to systemic challenges related to course content difficulty, assessment design, or
instructional workload. These courses are classified as cases of concern and represent the

strongest signals identified through the time-based hybrid analytical approach.

Table 4. Courses with recurring low-outcome signals (E-F > 40%)

Subi E-F Grades
t

ubjec E-F (2022-2023) E—F (2023-2024) E-F (2024-2025)
Computer Networks 63.7% 86.4% 73.7%
Computer Skills 61.6% 50.0% 53.0%
Fundamentals of Web

. 41.9% 75.0% 83.4%
Design
Object-Oriented

. 64.3% 57.1% 47.0%

Programming (C++)
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In addition, the share of A—B grades was analyzed using a 30% threshold. No course was
found to exhibit a recurring A—B share at or above this threshold across all three academic years.
In line with the logic of the approach, this indicates that, within the analyzed dataset,
concentrations of high outcomes, despite notable increases observed in individual years do not
demonstrate temporal stability and therefore do not constitute a systemic pattern. Accordingly,
signals derived from the A-B indicator are interpreted as single-year or episodic phenomena

rather than as structural characteristics at the course level.

Finally, the application of the time-based hybrid analytical approach demonstrates that,
despite the availability of relatively extensive data across three academic years (10 courses in
2022-2023, 15 courses in 2023-2024, and 17 courses in 2024-2025), only 7 courses were suitable
for longitudinal analysis, as they were offered consistently across all three years. Among these,
only 4 courses exhibited recurring signals of concern, while the remaining courses fell outside
the scope of detailed analysis under this approach. This finding indicates that the time-based
hybrid analytical approach is effective in identifying stable and clearly defined problematic
trends, yet its analytical coverage is inherently limited. Consequently, a more comprehensive and
fine-grained understanding of course-level quality requires the application of additional

analytical approaches alongside time-based analysis.

Practical Application of the Clustering-Based Hybrid Analytical Approach to Course-

Level Data

The clustering-based hybrid analytical approach is grounded in a distinct analytical logic
and aims to identify structural similarities and differences among courses within the scope of
single-semester data. This approach is particularly effective in cases where a subset of courses
does not meet the criterion of multi-year recurrence and therefore cannot be incorporated into

time-based analytical frameworks.

Within this approach, each course is treated as a multidimensional object described by

aggregated characteristics of grade distributions (e.g., proportions of high grades (A-B) and low
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grades (E-F); the inclusion of intermediate grade distributions is also possible). The objective of
clustering is to group courses that occupy similar positions in the structure of their assessment
profiles. This approach does not predefine problematic or high-performing cases; rather, it
provides a basis for their identification through comparative analysis across courses and

interpretation of the internal structure of the resulting clusters.

Relative analysis of courses within the space of assessment profiles compensates for the
limitations of time-based analyses that arise from requirements of temporal recurrence. As a
result, this approach functions as a complementary and more sensitive analytical tool, enabling
the identification of structural patterns within a single-semester perspective, including courses

that fall outside the scope of longitudinal analysis.

Based on the resulting clusters, courses can be subjected to substantive interpretation as
well as grouped according to academic fields. In addition, similarities in assessment practices
among instructors, the use of comparable assessment systems across courses, or other recurring

approaches within the teaching and learning process may be identified.

Within the scope of the study, the implementation of the clustering-based hybrid
analytical approach employed an agglomerative hierarchical clustering algorithm. This algorithm
was selected due to its interpretability, its effective performance on small-scale datasets, and the
absence of a requirement to predefine the number of clusters, which is particularly important for
the relative analysis of assessment profiles at the course level. The hierarchical structure enables
similarities and differences among courses to be assessed in a stepwise manner and visually

represented within the assessment profile space.

It should be noted that the proposed analytical framework is not tied to a single clustering
algorithm; depending on the research objectives, alternative methods such as k-means, DBSCAN,
or other clustering algorithms may also be employed. The choice of algorithm depends on the

data structure, the number of courses, and the interpretative goals of the analysis.
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The clustering-based hybrid analytical approach was applied within a single-semester
framework and is based on course-level assessment data obtained from the Fall semester of the
2024-2025 academic year. Each course is represented as a two-dimensional object within the
assessment profile space, using aggregated proportions of high outcomes (A-B) and low outcomes
(E-F). This representation allows for the simultaneous assessment of both academic achievement

and academic difficulty at the course level.

To assess the degree of similarity among courses, Euclidean distance was employed, while
Ward’s linkage method was used for cluster formation, as it minimizes within-cluster variance
and ensures the derivation of more stable and interpretable clusters. The implementation of the
method was carried out on the Google Colab platform, which ensures accessibility of the
computational environment, reproducibility of results, and transparency of the tools employed.
Data analysis and clustering were performed using the Python programming language. At

different stages of the analytical process, the following libraries were utilized:

pandas — for loading and processing aggregated course-level assessment data;
numpy — for numerical operations and vector representations;

v

v

v' scikit-learn — for distance computation and supporting analytical functions;

v' scipy — for the implementation of the agglomerative hierarchical clustering algorithm;
v

matplotlib — for dendrogram visualization.

To provide a visual representation of the clustering results, a hierarchical dendrogram was
constructed, illustrating similarities and differences among courses within the assessment profile
space. The dendrogram enables stepwise observation of the cluster formation process and
facilitates the identification of the structural relationships among courses within a single-

semester perspective.

Figure 1. Hierarchical clustering dendrogram of courses based on aggregated grade distribution
profiles (A-B and E-F ratios).
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Hierarchical Clustering of Courses (Fall 2024-2025)
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Based on the dendrogram, courses were ordered according to hierarchical similarity and
transferred into a tabular format, which facilitates clearer interpretation of the clusters and
comparative analysis. The table reflects the positioning of courses in accordance with the

structure of the dendrogram.

Table 5. Course-level grade distribution profiles ordered according to hierarchical clustering
results.

Grades
Subject
A | B | ¢ | p | E | F | Toa

Cluster 1
Probability Theory and Mathematical Statistics [0% (0) |26.3% (5)|10.5% (2)|31.6% (6)|0% (0) 31.6% (6) [100% (19)
Mathematical Modeling 14.3% (4)|14.3% (4)[14.3% (4)|25% (7) |0% (0) 32.1% (9) |100% (28)
Programming on the JVM Platform I 16.7% (2)|8.3% (1) [25% (3) [25% (3) [8.3% (1) |16.7% (2) |100% (12)
English for Informatics 5% (1) [15% (3) [35% (7) [30% (6) [5% (1) 10% (2) |100% (20)
Calculus 14.3% (2)|35.7% (5)(21.4% (3)|7.1% (1) |0% (0) 21.4% (3) [100% (14)

Cluster 2
Introduction to Programming (Python-Based) [6.2% (1) [18.8% (3)(6.2% (1) [12.5% (2)(6.2% (1) |50% (8) |100% (16)
Computer Graphics Tools (Photoshop) 4% (1) [16% (4) (8% (2) [12% (3) |0% (0) 60% (15) |100% (25)
Object-Oriented Programming (C++) 17.6% (3)[11.8% (2)[17.6% (3)|5.9% (1) [17.6% (3) |29.4% (5) |100% (17)
Mobile Application Design and Development 0% (0) |20% (2) |10% (1) [30% (3) |0% (0) 40% (4) |100% (10)
Database Management Systems (MS SQL Server)|7.7% (2) |7.7% (2) |11.5% (3)(30.8% (8)[11.5% (3) |30.8% (8) |100% (26)
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Clauter 3
Computer Hardware 2.9% (1) |8.8% (3) 5.9% (2) |14.7% (5)|0% (0)  |67.6% (23)|100% (34)
Applied Programming 0% (0) 0% (0) |11.1% (2)/22.2% (4)|27.8% (5) |38.9% (7) |100% (18)
Fundamentals of Web Design 0% (0) 0% (0) |4.2% (1) |12.5% (3)|16.7% (4) |66.7% (16)|100% (24)
Fundamentals of Artificial Intelligence 0% (0) [0% (0) [0% (0) [16.7% (3)|55.6% (10)|27.8% (5) [100% (18)
Web Programming (Server-Side) 6.2% (1) (6.2% (1) [6.2% (1) [18.8% (3)|18.8% (3) |43.8% (7) |100% (16)
Computer Networks 0% (0) [0% (0) [5.3% (1) [21.1% (4)|21.1% (4) |52.6% (10)|100% (19)
Computer Skills 0% (0) [5.9% (1) [17.6% (3)|23.5% (4)|5.9% (1) |47.1% (8) [100% (17)

The clustering-based hybrid approach employed in this study, which utilizes a
hierarchical clustering method, yields three clusters that group courses exhibiting relatively
similar structures in the distribution of grades according to the A-B and E-F parameters.
Accordingly, it may be assumed that these courses share certain common characteristics, which
may be related to course content features, teaching—learning methodologies, assessment systems,

the responsible instructor, or other specific instructional components.

At the same time, it is important to note that although cluster formation is based on overall
profile similarity rather than on a hierarchy of grade levels, the clustering results may
nevertheless reveal certain dominant trends in grade distributions within specific clusters. These
trends provide additional interpretative opportunities but do not constitute criteria for cluster
definition. In the specific case examined in this study, it may be assumed that the clusters
identified through clustering differ from one another in terms of structural tendencies in grade
distributions. Specifically, the first cluster is characterized by a relatively substantial proportion
of high grades (A-B) with a non-dominant distribution of low grades (E-F); the second cluster is
marked by a concentration of intermediate grades (C—D), with high and low grades present at
moderate levels; and the third cluster exhibits a relatively high concentration of low grades (E—

F) accompanied by minimal representation of high grades.

Conclusion

This study examined the practical applicability of assessment-based, hybrid analytical
approaches for course-level quality assurance in higher education using aggregated grade
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distribution data. Rather than focusing on individual students or instructors, the analysis was
deliberately framed at the course level, reflecting the realities of institutional quality assurance
processes where aggregated outcomes often constitute the primary available evidence. The
findings demonstrate that outcome-level grade distribution data, when interpreted through
structured and explainable analytical frameworks, can provide meaningful and actionable

insights for data-informed decision making in quality assurance.

The empirical application of the time-based hybrid analytical approach highlighted its
particular strength in identifying stable and recurring patterns in course outcomes across multiple
academic years. By combining descriptive analysis, threshold-based indicators, and longitudinal
trend analysis, this approach enables the detection of structural and time-consistent issues that
are unlikely to be revealed through single-semester analysis. The results show that only a limited
number of courses met the criteria for longitudinal examination, yet among these, recurring low-
outcome signals were clearly identifiable. This finding underscores both the analytical robustness
and the inherent limitation of time-based approaches: while they provide high-confidence signals
regarding long-term course performance, their applicability is constrained by data availability

and course continuity over time.

In contrast, the clustering-based hybrid analytical approach proved effective in contexts
where longitudinal data are unavailable or where rapid, comparative interpretation of course
outcomes is required. By treating courses as multidimensional objects defined by aggregated
outcome characteristics and applying explainable unsupervised clustering techniques, this
approach enables the identification of structural similarities and differences among courses
within a single academic period. The resulting clusters do not represent predefined quality
categories but rather provide a relative analytical space within which course-level performance
profiles can be interpreted. This makes the clustering-based approach particularly suitable for
exploratory analysis and operational quality assurance tasks, complementing the more stable but

less inclusive time-based analysis.
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Taken together, the empirical findings demonstrate that the value of hybrid analytical
approaches lies not in their direct comparison as competing methods, but in their complementary
roles within quality assurance processes. The time-based approach supports strategic, long-term
evaluation by emphasizing stability and recurrence, while the clustering-based approach
enhances sensitivity and inclusiveness by enabling the analysis of a broader set of courses within
a single-semester framework. When used jointly, these approaches provide a more
comprehensive and context-aware understanding of course-level outcomes than either method

could achieve in isolation.

Several limitations of the study should be acknowledged. The analysis is based on
aggregated assessment data from a single institutional context, which restricts the generalizability
of the findings. Threshold values and outcome aggregations were applied as heuristic signals
rather than normative benchmarks and therefore require careful contextual interpretation. In
addition, clustering results depend on the chosen analytical representation and distance measures

and should be interpreted as exploratory rather than deterministic indicators of course quality.

Despite these limitations, the study demonstrates that explainable, hybrid analytical
frameworks can significantly enhance the interpretability and practical usability of assessment
data in course-level quality assurance. Future research may extend this work by applying the
proposed approaches across multiple institutions and academic programs, integrating additional
outcome indicators, and embedding such analytical pipelines within institutional quality
assurance cycles and digital dashboards. Rather than replacing pedagogical judgment, the
approaches discussed in this study offer structured analytical support for reflective, evidence-

informed quality improvement in higher education.
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Abstract

Recent studies indicate that the practical implementation of virtual sensors is closely associated
with Internet of Things (IoT) technologies, which enable continuous data acquisition and reliable
transmission from distributed sensing devices. The rapid scalability of IoT systems and the
exponential growth of telemetric data streams have created an increasing demand for cloud
computing integration, allowing efficient storage, processing, and real-time analysis of large-scale
datasets [1], [2]. The literature emphasizes that cloud platforms provide a favorable environment
for the deployment of virtual sensing frameworks, as they support centralized data management,

dynamic allocation of computational resources, and advanced analytical capabilities [3], [4].

The integration of Artificial Intelligence (AI) and Machine Learning (ML) algorithms with IoT-
based cloud infrastructures is widely recognized as a key enabler for the development of
intelligent monitoring systems. Numerous studies demonstrate that AI/ML techniques
significantly enhance anomaly detection accuracy, predictive analytics performance, and real-
time decision support, particularly when virtual sensors are employed to estimate environmental
parameters or validate physical measurements [1], [5], [6]. This approach reduces the impact of
measurement noise and sensor drift while improving the overall reliability and robustness of

monitoring systems.

Although peer-reviewed publications specifically focused on Azure IoT Central remain relatively
limited, the broader scientific and technical literature confirms the potential of cloud-based IoT
platforms to provide secure communication, scalable analytics, real-time data ingestion, and

predictive insight generation [2], [3], [7],[8]. Therefore, existing research suggests that the
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integration of virtual sensors, IoT technologies, and cloud infrastructures represents a promising
and still underexplored direction for the development of intelligent marine water quality

monitoring systems, reinforcing the scientific relevance and practical significance of this study.

Keywords: Marine Water Quality Monitoring, Virtual Sensors, Internet of Things (IoT), Azure

IoT Central, AI-Based Monitoring, Cloud-Based Analytics

Introduction

Marine water is a critical resource for both human well-being and ecosystem health,
playing an essential role at environmental, economic, and societal levels. Climate change,
domestic and industrial waste discharges, as well as pollution caused by fertilizers and pesticides,
have increasingly negative impacts on the stability and biodiversity of marine ecosystems [9],[10].
Under these conditions, continuous and reliable monitoring of marine water quality has become
a fundamental requirement for effective environmental management and informed decision-

making.

Conventional marine water quality monitoring systems are predominantly based on
physical sensors that directly measure parameters such as temperature, pH, electrical
conductivity, and other physicochemical indicators. However, the deployment of physical
sensors in marine environments is associated with significant costs and operational challenges,
including sensor drift, biofouling, corrosion, and the need for frequent calibration. As a
consequence, data reliability may degrade over time, while the overall operational resilience of

monitoring systems is reduced [11],[12].

In this context, the adoption of innovative approaches, such as virtual sensors and the
integration of Internet of Things (IoT) and Artificial Intelligence (AI) technologies, has gained
increasing attention. Virtual sensors enable the estimation of environmental parameters through

the exploitation of existing measurements, historical datasets, and predictive models, thereby
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allowing monitoring systems to become more cost-effective, scalable, and intelligent. Rather than
relying exclusively on direct physical measurements, virtual sensing introduces a data-driven

paradigm that enhances system flexibility and robustness [13],[14],[15].

The rapid evolution of IoT technologies has significantly expanded the capabilities of
environmental monitoring systems. Distributed sensing devices now enable real-time
observation of physical, chemical, and biological parameters across both terrestrial and marine
environments. Nevertheless, the harsh and dynamic conditions of marine settings continue to
limit the effectiveness of approaches based solely on physical sensors. Consequently, alternative
and hybrid solutions, particularly those leveraging cloud-based virtual sensing frameworks, have

emerged as a promising direction in contemporary environmental research [16].

The objective of this paper is to present a conceptual and practical evaluation of virtual
sensors implemented on the Azure IoT Central platform for marine water quality monitoring.
The study focuses on assessing data reliability, predictive capabilities, and system scalability,
highlighting the potential of cloud-based and Al-driven virtual sensing approaches to enhance

the efficiency and intelligence of marine environmental monitoring systems.

System Architecture Overview

The system architecture is based on a multi-layered model, comprising physical sensors,
IoT devices, cloud platforms, and analytical components. Virtual sensors are deployed at the
cloud layer, functioning as an intelligent intermediary between physical sensors and final

decision-making processes [17].

Figure 1 illustrates a modern, cloud-based IoT platform architecture for marine water
quality monitoring, integrating physical sensors, virtual sensors, AI models, and automated

decision-making mechanisms.

Figure 1 — A Cloud-Based Virtual Sensor Architecture for Marine Water Quality Prediction
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Virtual sensors are data-driven models that do not correspond to physical hardware. Their

primary functions include:

o Integration of physical sensor data
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o Computation or derivation of new metrics (e.g., Water Quality Index, predicted
parameters)
e Provision of input data for AI models and rules engines
Rules and Al models (e.g., prediction, anomaly detection) utilize virtual sensor outputs to
detect unusual water parameter variations and generate forecasts for future changes. All
processed data, predictions, and alerts are stored in an Azure SQL Database, which ensures
historical record keeping and enables real-time visualization on dashboards accessible to

monitoring teams.

Simulated devices are employed for testing and system modeling, generating artificial data
streams to validate the resilience of the platform and the accuracy of virtual sensor computations.
These devices do not produce real environmental measurements but are essential for verifying

anomalies and forecast generation.

Forecasting within the Marine loT Water Monitoring System involves estimating future
values of physicochemical water parameters based on historical measurements from physical
sensors combined with additional analytical processes. Data is pre-processed on the virtual sensor
layer, including outlier removal, missing value imputation, and normalization or standardization

for Al models.

Figure 2 illustrates the Device Template in Azure IoT Central, combining both physical and

virtual sensors.

Figure 2 — Azure IoT Central Device Template
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Physical sensors (Telemetry) represent the primary data source and include parameters
such as:
o, .
e Temperature (°C);
e pH;

o Conductivity (uS/cm);
e Salinity (PSU);
e Chlorophyll A (pg/L).
These telemetry parameters are continuously recorded and transmitted to IoT Central,
where they are ingested, stored, and visualized on dashboards in real time. Telemetry data
provides a basis for environmental monitoring and forms the foundation for virtual sensor

computations and Al models.

Virtual sensors (Cloud properties) represent computed or forecasted values not directly
sourced from physical devices. In the Device Template, virtual sensors are implemented as cloud

properties and include:
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o Water Quality Index (WQI) — calculated from physical sensor measurements to indicate
overall water quality;
o DO Forecast — Al-generated prediction of future dissolved oxygen levels (mg/L);
e Anomaly Score — Al-derived anomaly indicator (0-1).
Cloud properties enable automatic updates of virtual sensor data for Al models, allowing
rules engines to detect abnormal variations and trigger automated alerts. The Device Template
also includes a Simulated Device, containing both physical and virtual sensor parameters for

system testing, validation of virtual sensor calculations, and Al model verification.

Conclusion

This study presents a cloud-based virtual sensor approach for intelligent marine water
quality monitoring, implemented on the Azure IoT Central platform. The results demonstrate
that virtual sensors significantly enhance data reliability, reduce dependence on physical sensors,

and enable real-time, intelligent analytics.

The integration of physical sensor measurements, Al models for forecasting and anomaly
detection, and automatic cloud-based updates of virtual sensors produces a scalable and cost-
efficient monitoring system. The use of simulated devices for system testing and verification
further strengthens operational resilience and ensures the accuracy of virtual sensor

computations.

The findings confirm that Azure IoT Central-based virtual sensors provide an effective
solution for both research and practical applications, particularly in geographically distributed or
environmentally challenging marine monitoring sites. Future work may focus on improving the
generalization capabilities of AI models across seasonal and hydrological variations, optimizing

cloud architecture for real-time analytics, and evaluating long-term operational performance.
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Overall, this approach establishes a foundation for the development of modern,

intelligent, scalable, and economically sustainable systems for marine water quality management.
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Abstract

The proposed approach provides actionable insights for DevOps practitioners and supports data-
driven decision making in CI/CD pipeline design. This article presents an experimental analysis
of Continuous Integration and Continuous Delivery/Deployment (CI/CD) pipelines with a focus
on performance optimization through the identification and elimination of redundant operations.
Based on controlled experiments conducted in virtual machine environments and real-world
CI/CD pipelines, the study demonstrates that unnecessary duplication of build and restore steps
significantly increases execution time and resource consumption. A mixed-methods research
approach is employed, combining quantitative performance measurements with a practical case
study implemented in Azure DevOps. The results indicate a measurable reduction in average
build and integration time after applying targeted optimization strategies, including framework-
specific configurations, caching mechanisms, and pipeline restructuring. The findings confirm
that systematic CI/CD optimization improves software delivery efficiency and supports faster,
more reliable release cycles. The study contributes practical guidelines for DevOps teams seeking

to enhance pipeline performance while maintaining code quality and system stability [1,2].

Keywords: CI/CD, DevOps Optimization, Pipeline Performance, Continuous Integration, Build

Time Reduction

1. Introduction

Before the development of DevOps systems and the widespread availability of personal
computers, software throughout its lifecycle was typically developed and maintained by a single
team. Subsequent technological advancements contributed to the specialization of software
development, testing, and information technology roles, leading to the establishment of
structurally distinct positions such as developer, tester, system administrator, network
administrator, and project manager. This structural separation introduced a handoff-based
workflow, involving the transfer of information and products from one team to another.

However, this approach exhibits limited efficiency, as it is practically impossible to fully transfer
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the knowledge accumulated by one team to another during the handoff process. To illustrate this
limitation in efficiency, the following process is considered: Software engineers write code, while
IT operations teams manage servers. Developers place the written code into version control
repositories, such as GitHub or Azure DevOps, which are managed through Git-based version
control systems. Newly introduced code may cause failures in the software system deployed on
servers, leading to malfunctioning client-side applications, even though the same code operates
correctly on the developer’s local machine. As a result of such inefficiencies, both development
and operations teams faced various challenges, primarily related to insufficient information
sharing and inadequate testing environments. Teams also occasionally made conflicting decisions
regarding the trade-off between software delivery flexibility and operational stability.
Consequently, the need to overcome inefficient delivery across defined phases of software
development became a critical objective. To address these challenges, the DevOps concept was
introduced. DevOps is based on establishing a continuous connection between software service
producers and end users through a shared delivery pipeline, incorporating structured feedback
loops that relay user feedback back to service producers. This approach has evolved into a widely
adopted software development strategy that enables organizations to achieve continuous delivery
while simultaneously ensuring stable and reliable software evolution. At the core of DevOps lies
CI/CD (Continuous Integration and Continuous Delivery/Deployment) , which operates through
an information delivery channel known as the pipeline. The logic of Continuous Integration
involves the frequent merging of code changes submitted by developers into a shared
repository—effectively a common codebase—where updates are continuously integrated with
existing functionality. Following the merge process, the system automatically builds and tests the
application. Continuous Delivery/Deployment, in turn, refers to the practice whereby code is
promoted to a production environment after a manually approved step, according to the delivery
logic. Together, CI/CD form a delivery system (Figure 1) that automates the following processes:

code build, testing, and deployment into an operational environment. [1,3]

Figure 1. DevOps Functional Architecture
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Despite their widespread adoption, CI/CD pipelines often suffer from performance
inefficiencies caused by redundant operations, suboptimal configurations, and insufficient
resource utilization. These inefficiencies increase build times, consume excessive computational
resources, and negatively impact developer productivity. As organizations scale their DevOps
practices, the need for systematic performance optimization of CI/CD pipelines becomes
increasingly important. The objective of this research is to analyze the performance
characteristics of CI/CD pipelines, identify sources of inefficiency, and evaluate optimization
strategies aimed at reducing execution time without compromising software quality. The study
focuses on redundant build and restore operations observed in real-world pipelines and proposes
practical optimization techniques validated through controlled experiments and a case study

conducted using Azure DevOps [3,4].

The evolution of DevOps has been closely associated with Agile and Lean methodologies,
which emphasize iterative development, continuous feedback, and waste reduction. Previous
studies have highlighted the importance of CI/CD pipelines as a core component of DevOps,
enabling frequent integration and automated testing to improve software reliability and delivery
speed. Research on CI/CD performance has primarily focused on process automation, tool
integration, and organizational factors influencing DevOps maturity. Several authors have
demonstrated that automated testing and continuous integration significantly reduce defect rates
and improve deployment frequency. However, fewer studies address the internal efficiency of

pipeline execution, particularly the impact of redundant operations on build performance. Recent
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empirical studies suggest that pipeline optimization through caching mechanisms, parallel
execution, and framework-specific configurations can lead to substantial performance gains.
Nevertheless, existing literature often lacks detailed experimental validation in controlled
environments. This study extends prior work by providing quantitative evidence of performance
improvements achieved through the systematic elimination of redundant CI/CD operations,

supported by real-world pipeline data [4,5].

2. Methodology

Optimization of CI/CD Process Efficiency: As previously mentioned, Continuous
Integration and Continuous Delivery/Deployment (CI/CD) processes play a critical role in
modern software development. They automate application build, testing, and deployment
activities, thereby accelerating the software delivery lifecycle (SDLC). It is important to note that
increases in build, compilation, and testing time within these processes can lead to bottlenecks,
slow down development velocity, and reduce responsiveness to change. As observed in the
literature review, performance evaluation metrics help identify areas for improvement. One of
the key metrics is lead time, which encompasses the time spent on code build and testing
activities. The conducted study reveals the impact of optimizing repetitive steps in CI/CD
processes on reducing build and testing time. A more detailed examination, specifically through
the analysis of Azure DevOps pipeline logs, revealed that certain processes contain redundant
steps, particularly unnecessary repeated invocations of specific commands. Although individual
steps within the pipeline may appear negligible in isolation, their cumulative impact can
significantly affect overall efficiency. These repetitive steps potentially contributed to extended
build times, thereby hindering the overall effectiveness of the process. Accordingly, this study
focuses on analyzing the impact of optimizing repetitive steps in CI/CD processes. [6,7]The
central research question examines whether simplifying and optimizing duplicated operations
can lead to a significant reduction in build time. This objective aligns with the broader goal of
improving CI/CD pipeline efficiency, as the elimination of unnecessary steps can result in faster

continuous integration processes. With this understanding of the problem and the potential
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benefits of optimization, the research objective is defined as analyzing the impact of optimizing
repetitive steps in a continuous integration pipeline, using Azure DevOps as a case study, in order
to reduce overall build time. The study aims to analyze the effectiveness of eliminating redundant
steps in optimizing continuous integration execution time. By combining quantitative analysis
with a case study approach, this research examines the potential for significant reductions in build
time and provides valuable insights for optimizing CI/CD processes in similar scenarios. By
achieving this objective, the study aims to demonstrate a clear relationship between the
elimination of duplicated operations and improved build time efficiency in real-world CI/CD
process scenarios. The findings provide valuable insights into potential optimization strategies

and their effectiveness for similar processes across different frameworks [8,9].

Research Methodology and Its Relevance: This study adopts a mixed-methods approach
that combines quantitative analysis with a specific case study in order to comprehensively
examine the impact of optimizing repetitive steps on CI/CD execution time. This approach offers
several advantages: Quantitative Analysis, Measuring the impact on build time: By running
simulations on virtual machines, quantitative analysis enables the execution of controlled
experiments to isolate the impact of the proposed changes—specifically the reduction of
redundant restore and build operations—on build time. This approach allows for the
measurement of actual time differences before and after optimization, thereby providing a clear

metric for evaluating efficiency [10,11].

Data-driven decision making: Quantitative analysis enables the application of data
analysis techniques to derive statistically meaningful conclusions regarding the effectiveness of
the proposed optimization strategy. This strengthens the research findings by providing objective

evidence of build time reduction.

Real-world validation: While simulations conducted in a virtual machine environment
provide valuable insights, the case study component adds significant real-world applicability. By

applying the optimization strategy to real CI/CD pipelines within the Azure DevOps all-in-one
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platform, it becomes possible to observe its impact on actual continuous integration execution
time in a production environment. This enhances the generalizability of the findings by

demonstrating effectiveness in a practical, real-world scenario.

Addressing potential variations: Real-world pipelines may involve additional complexities
compared to virtual machine environments. The case study approach allows for the identification
of any unforeseen factors that may influence build time beyond the targeted optimizations. This
provides a more comprehensive understanding of how optimization strategies may interact with

existing continuous integration configurations.

Integration of research methods, The combination of quantitative research and a case
study approach provides a more comprehensive perspective: Virtual machine experiments
provide a controlled environment to isolate the impact of optimization on build time, The case
study validates the effectiveness of these findings in a real-world context, while accounting for
potential complexities, Together, these methods provide a robust understanding of the potential

for reducing build time through the optimization of repetitive steps.

Discussion of Alternative Approaches: Although alternative methodologies could have
been employed, a purely quantitative approach (e.g., analyzing only existing pipeline logs) may
lack the level of control required to isolate the impact of the proposed optimization strategy.
Conversely, a purely qualitative approach (e.g., interviews with software developers and DevOps
engineers) may not provide the same level of measurable data regarding build time reduction.
The mixed-methods approach establishes a balanced framework by enabling both controlled
measurement and real-world application. This combination provides a more comprehensive and

reliable understanding of the research objective [11].

3. Results and Discussion

Data collection was performed through simulations in a virtual machine environment.
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To measure the impact of optimizing redundant steps, experiments were conducted in a
virtual machine environment. The experiment involved the creation of two scripts designed to
simulate the company’s continuous integration process. For automation within the Azure

DevOps environment, a Microsoft .NET project was selected.
This choice was motivated by several factors:

Seamless integration with Azure DevOps: Since the Azure DevOps platform had already
been analyzed, including its strengths and limitations, it was considered an appropriate choice
for the case study. As an all-in-one platform, Azure DevOps simplifies the implementation of the
experimental setup by providing an integrated and user-friendly environment with extensive

built-in functionality.

Simplified automation for .NET development: Azure DevOps provides extensive support
for .NET-related tasks, including building, testing, and deploying .NET applications. This
capability simplifies automation workflows for .NET projects within the Azure ecosystem and

enables efficient configuration of CI/CD pipelines.

Microsoft support and resources: Selecting a tool developed by Microsoft ensures access
to comprehensive and well-documented official resources, including detailed technical

documentation and long-term platform support.

Rich CI/CD functionality: Azure DevOps delivers a feature-rich CI/CD solution that

supports comprehensive pipeline configuration, execution, and monitoring.

Script 1 (simulation of the existing version): This script represents the commands typically

used in a .NET CI pipeline, including dotnet restore, dotnet build, and dotnet test.

set log=f:\log_before.txt

cd ../project_path

echo ------- >> %log%
echo %time% >> %log%
dotnet restore project_name
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echo %time% >> %log%

dotnet build project_name

echo %time% >> %log%

dotnet test project_name

echo %time% >> %log%

At first glance, this script appears straightforward; however, an examination of Azure
DevOps pipeline logs revealed that certain commands are executed multiple times in a redundant
manner.

Script 2 (optimized version): This script incorporates the proposed optimizations. To
eliminate redundant operations—specifically repeated restore and build processes—the --no-

restore and --no-build parameters are applied in the .NET commands.

set log=f:\log_after.txt

cd ../project_path

echo --———-- >> %log%

echo %time% >> %log%

dotnet restore project_name

echo %time% >> %log%

dotnet build project_name --no-restore
echo %time% >> %log%

dotnet test project_name --no-build
echo %time% >> %log%

Although the implementation of optimization strategies varies across different
frameworks, the underlying principle remains the same. To illustrate this approach, Java and
Python programming environments are considered as representative examples.

A standard Maven build script typically includes the stages of cleaning, building, testing,
and packaging. While comprehensive, this process can be time-consuming when repetitive tasks
are executed unnecessarily. As an optimization mechanism, Maven profiles can be utilized to
define alternative build configurations. For this purpose, a profile named fast-build is created in

the pom.xml file (figure 2).

Figure 2. Maven Profile for Build Process Optimization

45



Computational and Applied Science — 2026, Volume 1, Issue 1

<profile>
<id>fast-build</id>
<build>
<skipTests>true</skipTests> <plugins>
<plugin>
<artifactId>maven-compiler-plugin</artifactId>
<configuration>
<skip>true</skip> </configuration>
</plugin>
</plugins>
</build>
</profile>

When executing the command mvn clean install -P fast-build, the -P parameter specifies
the optimized profile, which skips test execution and may potentially bypass the compilation
stage if the required artifacts are already available.

In Python, when using pip, the standard build process may include dependency
installation, test execution, and the creation of a deployable package. Unlike the .NET and Java
examples, built-in optimization mechanisms are not available in the same form; however,
optimization can be achieved through the use of virtual environments and dependency caching:

Create a Python virtual environment: python -m venv venv.

Activate the virtual environment: venv/bin/activate on Linux/macOS systems, or
venv\Scripts\activate on Windows systems

Install dependencies using caching: pip install --cache-dir "/cache/pip -r requirements.txt,
using a dedicated cache directory to store downloaded packages.

Subsequent build processes can leverage cached dependencies, thereby reducing
installation time.

It should be noted that these examples are illustrative. Specific optimization techniques
and tools vary depending on the framework and project requirements. Therefore, consulting the
official documentation of the selected framework is essential to identify and apply best practices
for efficient build and integration processes.

Both scripts developed in this study were executed on a virtual machine configured with
specifications comparable to the company’s CI environment. To ensure consistency and minimize

the influence of external factors, each script was executed five times. During each execution, the
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start and end times of each build stage (restore, build, and test) were recorded using a
timestamping mechanism, specifically the echo %time% command.

Data Analysis: Build Time Improvement

The collected data were analyzed to assess the impact of optimization. To calculate the
average build time, the data obtained from each script (existing and optimized) were transferred

to an Excel file for further processing and comparison.

Comparison of total process execution time: Based on the data collected from each script,
diagrams were constructed and compared. These diagrams illustrate the execution time of each

pipeline stage before and after the applied optimizations.

Build time improvement: The percentage improvement in build time achieved as a result

of script optimization is calculated using the following formula:

Build time improvement percentage = (Total execution time of the existing script — Total

execution time of the optimized script) / Total execution time of the existing script * 100

This formula calculates the difference between the total build execution times of the
existing and optimized scripts. The resulting percentage represents the improvement in build

time achieved through script optimization.

In the presented diagram (Figure 5), a comparison of the total process execution times
before and after optimization is shown. As can be observed visually, the execution time of the
original script is consistently higher than that of the optimized script at each stage of the pipeline.
The change is particularly evident in the testing time comparison diagram (Figure 5), which
demonstrates a significant difference in the execution time of the dotnet test stage between the

two scripts.

Following script optimization, the total process execution time improved by 26.78%, as
shown in Table 1. Based on this observation, it can be inferred that eliminating redundant
processes can significantly enhance the efficiency of the continuous integration workflow. In this
particular case, the strategic use of the --no-restore and --no-build parameters enabled a

streamlined build process.

47



Computational and Applied Science — 2026, Volume 1, Issue 1

Figure 3. Number of Runs and Continuous Integration Simulation Time.
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Figure 5. Number of Runs and Restore Time.
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Case Study Results

This section analyzes the impact of implementing the proposed optimization on the

company’s real continuous integration pipeline deployed in Azure DevOps.
Reduction in Build Time:

Following the analysis of simulations conducted in a virtual machine environment and
the evaluation of the obtained results, the proposed optimization strategy was implemented in
the CI pipeline after consultation and agreement with the company. By strategically
incorporating the --no-restore and --no-build parameters, the objective was to eliminate
redundant restore and build processes in order to achieve a faster pipeline in a real production

environment.

According to the workflow presented in the literature review, the development process
follows a structured sequence. The process begins with a planning phase, during which team
members meet to discuss and define the tasks to be completed. Following this discussion, a two-
week sprint is initiated. It should be noted that the company employs a hybrid model, using
GitHub for version control and Azure DevOps for managing continuous integration and

deployment processes.[1]

Table 1. Comparison of Execution Times of Existing and Optimized Scripts.

Rin Unoptirr?ized $cript \ Optimi?ed S?ript
Execution Time w Execution Time

Run 1 03:04.0 N 02:28.6
Run 2 01:51.0 01:18.7
Run 3 01:48.8 01:17.4
Run 4 01:53.7 01:20.8
Run 5 01:55.6 01:18.1
Average 02:06.6 01:32.7
02:06.6 01:32.7

Percentage of Execution Time = 26.77807085

50



Computational and Applied Science — 2026, Volume 1, Issue 1

Once a developer completes a task, the source code undergoes isolated build/compilation
and testing processes. According to records obtained from Azure analytics, the average execution
time of the continuous integration process over the past 30 days is approximately 10 minutes
(Figure 7). Given the size of the project comprising more than 100 libraries and applications,
Based on statistical data, the CI process is expected to take an average of 10 to 20 minutes. It is
observed that 42.9% of this time is consumed by the build stage, while the remaining time is

allocated to source code retrieval, integration, unit testing, and dependency caching (Figure 8).

Figure 7. Average Pipeline Execution Time on Azure DevOps.
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Figure 8. Pipeline execution times by step in Azure DevOps.
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Based on the findings of our study, we decided to propose CI pipeline optimization to the
company, with the specific goal of reducing CI process execution time. To analyze the process in
greater detail, the complete workflow of the existing pipeline is considered, including source code
retrieval, dependency caching, dependency restoration, project build, and test execution (Figure

9).
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Figure 9. Continuous Integration Stages in Azure DevOps.
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The changes were implemented in agreement with the company through a series of
meetings and consultations. Following the introduction of these modifications, the first several
pipeline runs resulted in a time savings of approximately 2-3 minutes (Figure 10). To fully assess
the broader impact of the applied changes, it is necessary to observe the pipeline performance

over the course of the following days.

Figure 10. Execution Time of Processes After Optimization
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After a seven-day observation period, Azure analytics indicate that the average execution
time decreased from 10 minutes to 7.33 minutes. This reduction suggests that further
improvements may be achievable over time. To evaluate the effectiveness of the implemented

changes on the CI process, the formula developed in this study is applied as follows:
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[584—453]

or 100 = 22.6%

Improvement Percentage=

The findings of the case study demonstrate that the applied optimization strategy
successfully reduced build time (Figure 11). Following the implementation of the changes, the

average execution time of the CI process over the last seven days is presented in Figure 11.

Figure 11. Average CI Process Execution Time Over the Last 7 Days.
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It is evident that the majority of the execution time is allocated to the build stage (Figure
12). Redundant restore processes were eliminated through the use of the --no-restore and --no-

build parameters, as demonstrated in the optimized script example. [1,2]

Figure 12. Time Distribution of Executed Stages in the CI Process.
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The experimental evaluation demonstrates a clear improvement in CI/CD pipeline
performance following the implementation of optimization strategies. Comparative analysis of

execution metrics indicates a consistent reduction in average build and integration times across
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multiple test scenarios. Results obtained from virtual machine experiments show that eliminating
redundant restore operations significantly reduces pipeline execution duration. In Azure DevOps
pipelines, optimized configurations resulted in shorter build stages and more predictable
execution behavior. These findings confirm that systematic pipeline optimization enhances

overall CI/CD efficiency while maintaining functional correctness and test coverage.

The findings of this study highlight the critical impact of internal pipeline efficiency on
DevOps performance. Redundant operations, often overlooked during pipeline design, introduce
unnecessary delays and resource consumption. By addressing these inefficiencies, organizations
can achieve measurable performance gains without additional infrastructure investment. The
results further indicate that optimization strategies must be context-aware and framework-
specific. Generic optimization approaches may yield limited benefits, whereas tailored
configurations aligned with the underlying build frameworks and tools produce significant
improvements. These observations reinforce the importance of continuous monitoring and

iterative optimization in CI/CD environments.[3,4]

4. Conclusion

This study presents an empirical investigation into CI/CD pipeline performance
optimization through the elimination of redundant operations. The results demonstrate that
targeted optimization strategies can substantially reduce execution time and improve software
delivery efficiency. The proposed approach offers practical guidance for DevOps teams seeking
to enhance pipeline performance while preserving software quality and system reliability.[2]
Future research may extend this work by exploring adaptive optimization techniques, chaos
engineering experiments, and machine learning-based approaches for dynamic pipeline

optimization.
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Abstract

The research examines the impact of leadership on project success given the increasingly complex
and collaborative frameworks of projects today. While it is imperative to have technical
competence and a detailed plan, this study underlines the importance of leadership as one
fundamental element of successful outcomes. This research looks at how specific leadership
behaviours influence the different aspects of project success such as achievement of goals,
delivery on time, budget compliance, stakeholder satisfaction, and most importantly team

cohesion.

A meaningful investigation of the research issue was conducted using a quantitative survey of
more than 200 project practitioners involved in a variety of international projects using
collaborative environments. The survey captured perceptions of leadership behaviours and their
associated dimensions of project performance. In addition to descriptive data, the study employed
regression analysis in order to identify support for strong relationships between transformational

leadership characteristics and high levels of team cohesion and overall project success.

The findings from this article also describe the value of adaptive, motivator, and communicator
leadership, in the context of dynamic project environments. This research contributes to the
wider understanding of leadership as a strategic resource in project management and offers

organizations practical implications to improve project deliverables through excellent leadership.
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Introduction

In today's increasingly dynamic and more complex business environment, organizations
are even more reliant on project work to meet strategic objectives, enhance innovation, and
sustain competitive advantage. Most of the past literature has focused on project management
tools, techniques, and methodologies, which are not sufficient for project success. But in a context
where organizations are chronically confronted with tighter deadlines, changing priorities, and
increasingly cross-disciplinary teams, the human aspect, particularly leadership, becomes an
essential dimension for coping with complexity and ultimately ensuring project success. We can
bring evidence from a variety of sectors, from local initiatives to international programs, even the
most well-resourced and collectively smart projects fail without leadership. Within corporate
settings, strong, effective, and consistent leadership is often the distinguishing feature between
projects that have an impact and those that do not. This research examines leadership not as a
fair-weather influence but as a fundamental feature of success in contemporary project work

contexts.

Despite significant developments in project management frameworks with processes
where scheduling, budgeting, and risk are managed with increasing company instructions, many
projects continue to fall short of their objectives. These frameworks have tended to focus on
procedural and technical aspects of projects and have tended not to manage human aspects of
projects well, including the most important one - leadership. Leadership is regarded as a
supplementary skill, and it is not identified as a core strategic requirement to successfully manage
teams, engage with stakeholders, and deal with the complexities of successfully leading
organizations. Projects will get done, but fail in critical success factors such as working together

in teams or stakeholder engagement and relationships. The gap between leadership practices and
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project execution represents an important challenge for organizations to succeed within what is
becoming an increasingly complex, fast-paced, and competitive business environment. Closing
the gap is vital to utilizing the full potential of project-based work and improving the overall

performance of the project.

Materials and Methods

Project success depends not only on tools like Gantt charts but also on leadership—the
human engine driving teamwork and accountability (PMI, 2021). Projects are temporary
endeavors with unique goals, where success is measured by meeting stakeholder expectations
(Bryde, 2005), delivering business value (Zwiebel & Smyrk, 2012), and increasingly, by
sustainability and social impact (Gareis et al., 2013). The rise of Agile methods such as Scrum and
Kanban (Highsmith, 2009) and the spread of global, virtual teams (Lipnack & Stamps, 2000)
highlight the need for adaptable leadership. Leaders are now expected to be strategic motivators
rather than administrators (Bass & Avolio, 1994; Crawford & Cooke-Davies, 2005). Effective
leadership blends centralized, decentralized, or hybrid coordination (Schwaber & Sutherland,
2020) and prioritizes supportive practices such as empathy, conflict resolution, empowerment,
and emotional intelligence (Goleman, 1995; Edmondson, 1999). Success also depends on

organizational culture and a leader’s ability to shape it (Schein, 2010; Kotter, 2012).

Leadership remains difficult to define, with perspectives ranging from “influence”
(Maxwell, 1993) to “mobilizing others for shared aspirations” (Kouzes & Posner, 1995).
Summerfield (2014) proposed a simpler view: leadership is “making things better,” emphasizing

action over position.

Leadership theories have evolved across several eras (King, 1990; Turner, 2009). The Trait
School emphasized that leaders are born with qualities such as drive and confidence (Kirkpatrick
& Locke; Marshall, 2003), while the Behavioral School focused on balancing structure and

relationships, identifying styles such as autocratic, democratic, and laissez-faire (Stogdill &
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Coons, 1957; Lewin et al., 1939). The Contingency School introduced the idea that effectiveness
depends on context, through models such as Fiedler’s theory, Situational Leadership, and Path-
Goal Theory (Fiedler, 1967; Hersey & Blanchard, 1969; Turner, 2009). Later, the Visionary School
distinguished transactional leaders, who rely on rewards and control, from transformational
leaders, who inspire and guide change (Burns, 1978; Bass, 1985; Keegan & Den Hartog, 2004).
More recent perspectives include the Emotional Intelligence School, which highlights self-
awareness, empathy, and adaptability as key to leadership (Goleman, 1995; Goleman et al., 2002),
and the Competence School, which frames leadership effectiveness in terms of measurable
competencies across EQ, MQ, and IQ (Turner, 2009; Dulewicz & Higgs). Together, these
perspectives illustrate a shift from viewing leadership as innate traits to integrative models that

combine behaviors, context, and competencies.

Research confirms leadership’s role in project performance. Yang, Huang, and Wu (2010)
found both transformational and transactional styles positively influence outcomes, mediated by
teamwork. Dainty et al. (2005) identified twelve behavioral competencies crucial for success,
while Rehan, Thorpe, & Heravi (2024) highlighted relationship management, self-management,

and interpersonal sensitivity.

In IT, Stevenson & Starkweather (2010) and Gruden & Stare (2018) found soft skills such
as communication, teamwork, and assertiveness more valued than technical expertise,

emphasizing leadership’s behavioral dimension.

Future projects will require leaders skilled in cultural intelligence (Earley & Ang, 2003),
virtual team management (Hoch & Kozlowski, 2014), and ethical leadership. Research should
explore servant leadership (Greenleaf, 1977; Liden et al., 2008), soft skills development, and
innovative training such as simulations and mentoring (Yukl, 2012). Greater focus is also needed

on micro-level leadership behaviors and informal leadership roles in projects.
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The following hypotheses were developed based on established leadership theories and
prior empirical studies that demonstrate how leadership behaviors influence team performance

and project outcomes.
Hypothesis 1: Leadership should be seen as action-oriented, not role-bound.

Hypothesis 2: The effectiveness of leadership styles is contingent on situational and

follower factors.

Hypothesis 3: Leadership theory has evolved from traits toward behaviors, situational

context, and competencies.

Hypothesis 4: No single leadership style is universally effective; success depends on

context.

This study explores the influence of leadership on project success in international and
collaborative projects. A quantitative approach was employed using a structured online survey
with 5-point Likert scale questions to capture perceptions of leadership effectiveness and project
outcomes. Purposive sampling targeted 211 experienced project professionals across various roles,
industries, team sizes, and project durations to provide diverse insights (Etikan, Musa, and

Alkassim, 2016).

Data collected covered demographics, leadership behaviors, and project success factors.
Responses were analyzed using descriptive statistics, ANOVA, and regression modeling to
examine relationships between leadership practices and project outcomes. Descriptive statistics
summarized participant characteristics and overall perceptions, ANOVA tested differences across
demographic groups, and regression predicted outcomes like motivation, team effectiveness, and

stakeholder satisfaction based on leadership behaviors.

The survey included 25 questions: demographics (Q1-6), leadership perceptions (Q7-15),
project complexity and context (Q16-20), project performance (Q21-22), and
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interpersonal/communication skills (Q23-25). Questions were linked to four hypotheses

concerning leadership vision, style effectiveness, and evolving leadership theory (see Table 2).

The study ensured anonymity, informed consent, and voluntary participation. Ethical
principles followed Kant’s (2001) categorical imperative, treating participants as ends in

themselves, enhancing the study’s reliability and trustworthiness.

Results and Discussion

This part presents results from the survey examining leadership’s role in project success
across international and collaborative contexts. Transformational and participative leadership
styles were found to significantly enhance project performance, team cohesion, and goal
achievement. Leadership effectiveness varies by demographics, role, and experience, as supported

by ANOVA and regression analyses.

Multiple regression showed that leadership behaviors and project characteristics
explained 39.1% of variance in team motivation (R = 0.626, F = 18.66, p < 0.001). The strongest
positive predictor was Encouraging Creative Thinking (f = 0.232, p < 0.001), followed by
Stakeholder Diversity (B = 0.207, p < 0.001) and Technical Complexity (f = 0.135, p = 0.002).
Variables like developing team strengths, prioritizing well-being, and building relationships were
not significant. These findings suggest intellectual stimulation and diverse, challenging projects
drive motivation, whereas relational or well-being-focused behaviors are less directly

motivational.

Regression analysis (R2 = 0.380, F = 25.09, p < 0.001) indicated that Project Progress (8 =
0.426, p < 0.001) was the strongest predictor of stakeholder satisfaction, followed by
Communication Skills (f = 0.138, p = 0.030), Technical Complexity (§ = 0.121, p = 0.020), and
Stakeholder Diversity (3 =0.118, p = 0.040). Task efficiency had a marginal effect. Leadership and
project characteristics collectively influence stakeholder satisfaction, with progress and
communication being key drivers.
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Regression results (R? = 0.260, F = 14.43, p < 0.001) showed that Managing Interpersonal
Relationships (B = 0.220, p = 0.01) and Fostering Collaboration ( = 0.178, p = 0.03) significantly
improved team cohesion. Other behaviors, including prioritizing well-being, supporting
individuals, or passive intervention, were not significant. These results emphasize the importance

of proactive, relational, and collaborative leadership for cohesive and effective teams.

Based on the results we can say that leadership behaviors—particularly those encouraging
creativity, fostering collaboration, and managing relationships—combined with project factors
such as complexity and stakeholder diversity, are key drivers of motivation, stakeholder

satisfaction, and team cohesion in international projects.

Overall, this research adds considerable evidence to the importance of leadership in terms
of project management and project success in both international and collaborative work
environments. Across all three models, team motivation, stakeholder satisfaction and team
cohesion, leadership behaviors demonstrated statistical significance. Specifically, inspiring
creative thinking, engaging with diverse stakeholders, and changing how people engage with
technical complexity are three significant factors having a positive influence on team motivation.
For stakeholder satisfaction, nothing had a larger impact than a project's timeline and effective
communication. Team cohesion is significantly influenced by leadership behaviors in more
general ways, aligning with other literature to understand leadership as a focus on relationships
alongside task-oriented leadership. Overall, the variances explained in each population (39.1
percent for motivation, 38 percent for stakeholder satisfaction; and 26 percent for cohesion)
demonstrate moderate to strong explanatory power in terms of leadership and project-specific
variables, and the overall importance of leadership when leading and managing teams, especially
in complex, multicultural projects. These findings add some reassurance as to the importance of
leadership in project management and the requirement for improving the leadership skill set

required for any given project to be successful.

Conclusion
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This study examined the roles of leadership behaviors and their relationship to project
success, particularly with respect to motivating and creating cohesive teams in international and
collaborative projects. The research was based on data from 211 participants and adopted a
transformational leadership framework.. The findings show that leadership behaviors like
stimulating creative thought, handling the technical complexities of projects, and managing the
relationships of various stakeholders have potential in improving team performance and

engagement.

On the other hand, other supportive behaviors, such as modeling concern for the team, or
developing the strengths of individuals, rarely contributed to key project outcomes, which
indicates that, in settings that are fast-paced and high-stakes, team members pay more attention
to leaders who provide intellectual stimulation or strategic direction, than who provide only

emotional support.

This study raises questions around adaptive leadership, where inspiring innovation,
building inclusive teams, and leading through complexity are heightened leadership demands.
The findings from this study provide important considerations for leadership development and
project design and should work toward developing a cadre of leaders that inspire, stimulate, and

lead teams made up of diverse members toward success.

Based on the research findings, it is recommended that leadership development programs
in international and collaborative project settings emphasize skills that foster creativity,
adaptability, and inclusivity. Leaders should be trained to stimulate innovative thinking within
teams and to embrace technical challenges and stakeholder diversity as opportunities for
motivation and cohesion. Organizations should prioritize assigning leaders who can manage
complexity and facilitate dynamic team environments, rather than focusing solely on
interpersonal or emotional support behaviors. Additionally, project design should incorporate
elements that intellectually engage team members and encourage collaboration across diverse

groups. Future leadership strategies should adopt a situational approach, enabling leaders to adjust
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their style based on project demands and team composition for optimal outcomes. Finally,
institutions managing youth, Erasmus+, or globally distributed teams should consider these
leadership factors when planning training or assigning responsibilities to maximize team

engagement and overall project success.
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Abstract

GitOps represents a modern approach to infrastructure and software deployment that leverages
Git to enable continuous, automated, and controlled operational processes. This study examines
the core functional mechanisms of GitOps, including declarative configuration, the reconciliation
loop, and the pull-based deployment model. Special attention is given to Argo CD and Flux as
leading GitOps tools, with an emphasis on their integration with Kubernetes. The paper analyzes
real-world operational workflows, architectural components, and security mechanisms
associated with GitOps-based systems. The efficiency of GitOps is investigated across diverse
application domains, ranging from technology startups to highly regulated industries, including
banking and healthcare. A comparative analysis is conducted between GitOps-based approaches
and traditional CI/CD models. The concluding section outlines future perspectives for the
evolution and expansion of GitOps, including standardization efforts, scalability challenges, and
the integration of emerging technologies such as artificial intelligence, serverless architectures,
and edge computing. This work serves as a practical guideline for organizations seeking to adopt

GitOps practices and improve the efficiency and reliability of their operational processes [1].

Keywords: GitOps, CI/CD, Kubernetes, Argo CD, Flux, DevOps, YAML

1. Introduction

GitOps represents a modern approach to the automated management of infrastructure and
software systems, with Git serving as the single source of truth. This paradigm is built upon tools
and processes already familiar to developers, such as Git repositories, pull requests, and code
review mechanisms. The primary objective of GitOps is to minimize the boundary between
development and operations practices while enhancing the transparency, traceability, and
reliability of infrastructure management processes. Historically, GitOps was first popularized by
Weaveworks in 2017 as a response to the challenges associated with rapid service deployment

and management in cloud-native environments. Weaveworks introduced GitOps as an
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“operations model driven by Git,” establishing a new standard based on declarative configurations
stored in Git repositories and continuous reconciliation between the desired state defined in Git

and the actual state of the cluster.

The GitOps paradigm builds upon earlier concepts such as Infrastructure as Code (IaC);
however, unlike traditional IaC practices, GitOps tightly integrates IaC with continuous
integration and continuous deployment (CI/CD) workflows. In this model, every infrastructure
change is executed through a Git pull request, enabling comprehensive version control, historical
traceability, and auditability not only for application code but also for infrastructure
configurations. At present, GitOps is most widely adopted within Kubernetes-based
environments; nevertheless, its underlying principles are technology-agnostic and can be adapted
to other systems and platforms. Ongoing technological advancements—including the maturation
of CI/CD tooling and the widespread adoption of declarative infrastructure—have facilitated the
integration of GitOps practices across a broad range of industries, from early-stage technology

startups to large-scale global enterprises.

Prior to the emergence of GitOps, the technology landscape had already undergone
significant transformation through the adoption of DevOps and CI/CD methodologies. These
approaches arose as responses to long-standing challenges, including inadequate communication
between development and operations teams, unstable deployment processes, and limited
capability for rapid software delivery. In traditional operational models, developers produced
code that was subsequently handed off to operations teams, often resulting in conflicts, delays,
and systemic inefficiencies. The DevOps movement (fig. 1) addressed these issues by promoting
the integration of development and operations workflows, shared responsibility, and the

adoption of continuous delivery practices.

Complementing this cultural shift, CI/CD mechanisms were introduced to automate code
testing, build processes, and deployment pipelines, thereby improving software quality, delivery

speed, and operational consistency. Over time, the demand for container orchestrators such as
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Kubernetes increased, as these platforms manage containerized environments and enable the
definition of an application’s desired state. However, it was precisely within this cloud-native
ecosystem that the need emerged for a more structured, version-controlled, and transparent

deployment model, which subsequently led to the development of GitOps.

Figure 1. DevOps Lifecycle
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DevOps, as both a cultural and technical practice, aims to improve coordination between
development (Dev) and operations (Ops) teams. Its core principles include continuous
integration, rapid release cycles, infrastructure automation, and transparent collaboration.
GitOps represents a logical extension of DevOps and one of its practical implementations,
building upon the same foundational values while reinforcing them through Git-managed
infrastructure. Whereas DevOps constitutes a broader philosophy encompassing organizational
culture, processes, and tooling, GitOps focuses on the practical realization of these principles
within cloud-native and container-based environments. It operationalizes DevOps concepts
through the adoption of concrete technical standards, such as declarative configurations,

automated reconciliation, and pull-based deployment mechanisms.
GitOps incorporates the following fundamental components of the DevOps paradigm:

Infrastructure as Code (IaC): GitOps builds upon the IaC approach while extending its
capabilities by ensuring that all infrastructure changes are fully version-controlled within Git
repositories. In this model, developers manage infrastructure using the same mechanisms applied
to application code management, such as pull requests, version history, and code review

workflows.
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Continuous Delivery (CD): GitOps enhances continuous delivery practices by ensuring
that deployments are triggered exclusively by validated changes committed to Git repositories.
In this approach, deployment occurs only when the repository state has been verified, thereby

improving deployment reliability and traceability.

Collaboration and Review: GitOps assigns the same level of importance to operational
workflows as to code review processes, ensuring that infrastructure changes are subject to pull
request—based review. This approach enhances transparency, accountability, and overall system

quality.

GitOps represents a significant advancement in that Infrastructure as Code is no longer
confined to system administrators or DevOps engineers but becomes a shared operational
workflow for developers as well. As a result, GitOps enables a developer-centric DevOps
environment in which service management, updates, and monitoring are performed through
familiar and integrated toolchains. In today’s landscape, where many organizations are
transitioning to Kubernetes-based infrastructures and deployment environments are becoming
increasingly complex, GitOps has emerged as an integral component of DevOps strategies. It
supports teams in achieving core objectives, including accelerated innovation, operational

stability, automation, and enhanced security.
GitOps and Infrastructure as Code (1aC)

Infrastructure as Code (IaC) is a practice in which infrastructure is defined and managed
in the form of code. The primary objective of IaC is to ensure that system configuration,
deployment, and operational processes are executed using the same principles and tools applied
in application development, including version control, code review, testing, and automation. This

approach enables organizations to manage complex infrastructures more rapidly and efficiently.
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GitOps is a practice built upon this conceptual foundation but represents a more advanced
and structured evolution of IaC. Both approaches rely on a declarative model, in which the
desired state of the system is specified rather than the procedural steps required to reach that

state. GitOps strengthens this model in several key ways:

Git as the Single Source of Truth: While IaC practices may involve a variety of tools and
code artifacts, GitOps consolidates all infrastructure definitions within a single platform,

designating Git as the authoritative source of truth for all infrastructure resources.

Push vs. Pull Deployment Model: In traditional IaC workflows, infrastructure updates are
often applied using push-based mechanisms, where scripts or tools such as Terraform, Chef, or
Ansible actively enforce changes. GitOps adopts a pull-based model, in which an agent (e.g., Argo
CD or Flux) continuously compares the desired state stored in Git with the actual system state

and performs reconciliation as needed.

Version Control and Auditability: GitOps provides a comprehensive audit trail for
infrastructure changes, precisely documenting who introduced a change, when it was made, and
for what purpose. While IaC may partially support such traceability, GitOps enforces it in a

systematic and consistent manner.

Simplified Rollback Mechanisms: Owing to Git’s inherent version history, GitOps enables
straightforward rollback operations. Reverting the system to a previous state is as simple as

restoring an earlier commit within the Git repository.

In summary, although GitOps and IaC are closely intertwined and often discussed
together, GitOps can be regarded as an evolutionary extension of IaC. IaC provides the
foundational principles, whereas GitOps builds upon this foundation to deliver an integrated,

automated, and secure operational model for modern cloud-native environments [2].

2. Methodology
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Following the overview of GitOps functionality, it is essential to analyze its practical
effectiveness in order to determine the extent to which it fulfills its intended purpose within real-
world engineering, operational, and strategic contexts. Although GitOps can be successfully
implemented from a technical perspective, its overall effectiveness is influenced by factors such
as architectural complexity, team capabilities, and organizational culture. The objective of the
effectiveness analysis is to assess whether GitOps exerts a positive impact on system stability, the
speed of change implementation, error reduction, the facilitation of team collaboration, and the
optimization of operational costs in practice. To address these research questions, a mixed-
methods research methodology is employed, combining both quantitative and qualitative
analyses. The quantitative analysis is based on well-defined DevOps metrics, which enable
objective measurement of outcomes, including the following: Deployment Frequency, Lead Time
for Changes, Mean Time to Recovery (MTTR), Change Failure Rate, Operational Cost Variation,
Developer Productivity Metrics. The qualitative analysis encompasses interviews, observational
data, and feedback from development and operations teams, enabling the assessment of not only
technical aspects but also the influence of human and organizational factors on the effectiveness

of GitOps. The following primary criteria are used to assess GitOps effectiveness (Table 1):

Table 1. Primary DevOps Metrics and Descriptive Definitions

Criteria Description

Deployment Frequency The number of successful deployments
conducted within a given timeframe.

Lead Time for Changes The commit-to-deployment duration for
implementing a specific change.

Change Failure Rate The percentage of deployments that result in
production incidents.

Mean Time to Recovery (MTTR) The average time taken to restore system
functionality following a failure.

Operational Cost Variation The change in operational costs compared to
a baseline period.

Developer Productivity Metrics Indicators of the team’s productivity and
responsiveness to operational challenges.

Based on these criteria, GitOps is evaluated with consideration of technical, process-

oriented, and human aspects. The adoption of GitOps across various industries presents distinct
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challenges and advantages, as its effectiveness depends on factors such as organizational size,

technological architecture, and regulatory requirements.

In the financial sector, banks and insurance companies particularly value GitOps for its
capabilities in change auditing and security. Git commit—based control mechanisms ensure
transparency and support regulatory compliance, while automated rollback processes reduce the
risk of downtime and support business continuity. Small and medium-sized technology startups
leverage GitOps to automate DevOps processes and accelerate development cycles; however,
limited resources and insufficient expertise often hinder full-scale adoption. Large enterprises
adopt GitOps as a strategic tool for infrastructure standardization and multi-cluster management.
In documented cases, enterprises supported by technical consulting have successfully addressed
challenges related to Argo CD and single sign-on integration, resulting in more stable deployment

processes.

GitOps is particularly effective in cloud-native environments, where configurations are
managed using declarative formats such as YAML and Kubernetes simplifies tool integration. In
contrast, adoption in legacy infrastructures may require additional abstraction layers and process
reengineering, increasing implementation complexity and cost. The benefits therefore vary
depending on organizational context: enhanced compliance in finance, flexibility in startups,
governance and standardization in enterprises, and technical efficiency in cloud-native
infrastructures. Nevertheless, effective adoption in all cases requires alignment with team

capabilities, technological architecture, and organizational culture.

To assess overall effectiveness, GitOps must be compared with traditional CI/CD
approaches. Although both aim to enable rapid and reliable deployment, their architectural
principles and levels of automation differ significantly [2,3]. The use of internationally recognized
DORA metrics—deployment frequency, lead time for changes, change failure rate, and mean
time to recovery (MTTR)—provides an objective basis for comparing GitOps-based workflows

with traditional deployment models (Table 1).
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DevOps Metrics

Deployment Frequency

Lead Time for Changes

Change Failure Rate

Manual deployment processes and
complex pipelines often increase
the likelihood of production errors.

Mean Time to Recovery (MTTR)

Traditional CI/CD

Deployment, typically manual,
occurring 1-2 times per week
in many organizations.

Requires complex approval
chain, often involving multiple
steps before deploying changes
to production.

Manual deployment processes
and complex pipelines often
increase the likelihood of

production errors.

Rollback processes often require
manual intervention and

configuration of Cl pipeleline

Table 2. A Comparative Analysis of GitOps and Traditional CI/CD Using Core DevOps Metrics

GitOps

Deployment frequency generally
higher, facilitated by automation
through Git-based pipelines.

commit-to-deploy much faster by
using declarative manifests and

Git review automation.

Declarative YAML configuration, Git
review and automation reduce

likelihood of deployment failures.

rollback through Git commit-based
approaches that restore previous
configurations automatically.

components.

Comparison with Traditional CI/CD: Traditional CI/CD approaches often require the
integration of multiple tools, complex approval chains, and active involvement from operations
teams. In many organizations, deployments are typically performed once or twice per week,
while rollback procedures are frequently non-standardized and inefficient. In contrast, GitOps
automates the entire process by applying changes directly from Git commits to the cluster
through declarative YAML manifests, enabling deployments to be executed multiple times per
day with minimal manual intervention. Comparative tables clearly demonstrate the advantages
of GitOps across key metric indicators. GitOps reduces lead time from commit to deployment,
decreases the number of failures due to the deterministic nature of declarative configurations,
accelerates rollback through Git-based version restoration, and enhances overall process
transparency and consistency. Comparison with Script-Based and Manual Deployment
Approaches: In many small or traditionally structured teams, deployments are still performed
using Bash scripts, command-line interfaces (CLI), or graphical tools. Such approaches require a
high level of manual involvement, increase the risk of human error, and complicate rollback
procedures (Table 3) and auditability. By contrast, GitOps enables developers to focus exclusively
on Git-based workflows, while deployment is fully automated through dedicated agents. This
shift reduces operational overhead and enhances overall productivity by minimizing manual

intervention and standardizing deployment processes. The comparative data indicate that GitOps
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provides greater predictability, reduced error rates, and a more streamlined approach to
propagating changes. The use of YAML-defined system states, version control, and built-in

auditability contributes to stable and reliable IT operations [4].

Table 3. A Comparative Analysis of GitOps and Script/Manual Deployment with Respect to
Productivity and Security

Criteria Script/Manual Deployment GitOps

Deployment Process Script-based through CLI YAML configurations and

commands and tools. version control

Ease of Rollout Prone to human error with manual commit-to-cluster automated

steps in deployment. rollout using declarative manifests.

Rollback Efficiency Rollback often complex, requiring rollback = Git commit-based

manual intervention. version restoration.

Auditability and Consistency Limited audit trails and consistency Versioned declarative
checks due to decentralized configurations provide full audit

management trail and consistency.

Before-and-After Analysis Within the Same Organization: For a reliable comparison, one
of the most robust approaches is to analyze organizational performance metrics before and after
the adoption of GitOps within the same organizational context. Case studies from Intuit and
Codefresh demonstrate that the introduction of GitOps led to substantial reductions in MTTR,
failure rates, and deployment time. Intuit: MTTR was reduced from approximately 45 minutes to
less than 5 minutes, while deployment cycles decreased from days to minutes. Codefresh:
Improvements were observed in code quality, deployment frequency increased, and overall

system downtime was reduced [5].

Table 4. Evaluating the Effects of GitOps on MTTR, Deployment Frequency, and System
Stability: Insights from Intuit and Codefresh

75



Computational and Applied Science — 2026, Volume 1, Issue 1

Organization

Intuit

Codefresh

Codefresh

Metric

MTTR (Mean Time

to Recovery)

Deployment cycle
duration

Failures per

deployment day

Failures per deployment
day

Deployment frequency

Occasional outages and

instability

Before GitOps

~45 minutes

From days

~24 hour mean time

Irregular, about twice

per week

Irregular, about twice
per week

Occasional outages

and instability

After GitOps

<5 minutes

To minutes

Significantly reduced

40%+ increase

40%+ increase

Markedly reduced

Developer and Operations Team Experience with GitOps: GitOps enables developers to
manage infrastructure changes directly through pull request-based workflows, thereby
increasing control and reducing dependency on operations teams. The versioning of changes in
Git, the availability of visual feedback through tools such as the Argo CD user interface, and the
use of YAML within familiar Git-centric processes collectively lower the learning barrier and
facilitate adoption. The primary positive characteristics include: Improved change control:
Every modification is preceded by peer review, which increases accountability and reduces the
likelihood of unintended changes. Reduced dependency on operations teams: Developers manage
deployments directly through Git-based workflows, thereby decreasing waiting times and
operational bottlenecks. Predictability and simplified rollback: Restoring the system to a previous
state can be achieved by reverting to an earlier Git commit, enabling rapid recovery from failures.
According to data reported by Weaveworks, following the adoption of GitOps, 75% of developers
reported increased change security and improved process transparency. GitOps and Onboarding
Efficiency: GitOps accelerates the onboarding process by providing versioned, standardized
environments in which documentation is embedded directly within declarative YAML
configurations. New team members leverage Git repository history, prior pull requests, and
predefined examples as learning resources, enabling faster contextual understanding of both
infrastructure and operational workflows. According to a 2024 study by Humanitec, teams
adopting GitOps experienced an average 35-45% (Table 5) reduction in onboarding time, with

the first pull request typically submitted within 1.8 days [6].
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Table 5. Technical Process Comparison: Traditional Deployment Models versus GitOps

Metric Traditional Onboarding GitOps Onboarding
Onboarding duration 7-10 days 3-5 days

|
Fully productive duration 2-3 days < 1day ‘
First Pull Request 3-4 days 1-2 days |
submission |

|
Key onboarding resources Internal documentation Git history, pre-defined ‘

examples (Recent PRs)

Reduction of Operations Team Workload: GitOps facilitates the transformation of
operations (Ops) team responsibilities by shifting the focus away from routine incident handling
and configuration-related issues toward strategic platform improvement. Since deployments are
executed exclusively based on changes committed to Git repositories, response times are reduced,
configuration errors are minimized, and uncoordinated operational interventions are
significantly decreased. According to the Accelerate State of DevOps Report, high-performing
teams adopting GitOps or similar disciplines achieved, on average, a 2.5-fold reduction in change
lead time and an almost threefold decrease in failure rates. Furthermore, a 2024 report by Octopus
Deploy indicates that 63% of organizations reported improved deployment stability and a

reduction in incidents following the adoption of GitOps.

Evaluating the GitOps concept solely through theoretical discussion is insufficient to fully
capture its practical value. A more comprehensive understanding emerges through the analysis
of real-world implementation outcomes. This section presents a case study of a medium-sized
software development company in Georgia, where the adoption of GitOps fundamentally
transformed both infrastructure management practices and the dynamics of development
workflows. Prior to GitOps adoption, infrastructure management and application deployment
within the organization were conducted using semi-manual processes, resulting in frequent
incidents, configuration errors, and communication breakdowns between teams. Systemic
complexity—stemming from the simultaneous management of legacy and modern services
deployed across heterogeneous infrastructure environments—further increased the likelihood of

human error and hindered process standardization.
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The primary objective of this research is to analyze the impact of GitOps adoption on
organizational and technical dynamics within a specific Georgian company. The study focuses on
the transformative changes introduced by GitOps implementation, ranging from reductions in
failure rates to improvements in team communication and operational transparency. The core
research questions address prior challenges, phased implementation strategies, technical and
organizational changes, and the evolution of team workflows and responsibility distribution. The
scope encompasses both technical infrastructure transformation—such as YAML structuring,
Argo CD adoption, and pull-based deployment processes—and human factors, including

onboarding practices and change management culture [7].

The case study employs a mixed-methods research approach combining quantitative data
analysis with qualitative interviews. Interviews were conducted with five employees
representing key roles, including DevOps, development, project management, and technical
leadership. Additional data sources included Argo CD synchronization logs, Git commit histories,
CI/CD pipeline records, incident archives, and GitHub pull request metrics [8]. Documentation
updates and YAML configuration changes were also analyzed. Data collection was conducted
between September 2024 and February 2025, following the completion of GitOps

implementation in October 2024.

Within several months of adoption, measurable improvements were observed across
multiple dimensions of operational efficiency. Evaluation was conducted using predefined

metrics designed to compare traditional deployment models with the GitOps-based approach

(Table 6).

Table 6. Comparative Analysis of Key Operational Metrics Before and After GitOps Adoption

78



Computational and Applied Science — 2026, Volume 1, Issue 1

Metric Description Before GitOps After GitOps Data Source
Deployment Success Rate Percentage of successful 76% 94% CI/CD logs
deployments relative to total
attempts
Mean Time to Recovery Average time required to restore 2.5 hours 30 minutes Incident tracking system
(MTTR) service after failure
Configuration Drift Number of detected configuration 15 incidents 2 incidents Argo CD audit logs
Incidents inconsistencies between desired
and actual state
Rollback Duration Time required to revert a failed -1 hour ~5 minutes Git commit history
deployment to a stable state
Pull Request Review Time Average time required to review 45 minutes ~1 minute GitHub Insights
and approve pull requests
New Team Member Time required for a new developer 2.8 working ~1working Internal organizational

Onboarding Time to become operationally productive days day metrics
Key Findings

Improved predictability: System changes are reviewed in advance, semantically defined,
and executed exclusively through Git commits, ensuring controlled and reproducible
deployments. Reduction in incidents: The number of configuration drifts decreased significantly,
indicating improved synchronization between the desired and actual system states. Faster
rollback: Previously, rollback procedures required both code inspection and direct system
intervention; under GitOps, restoring the system to a stable state is achieved simply by reverting
to a previous Git commit. Structured documentation: The modularization of YAML files and the
integration of operational guidelines within README files enhance clarity, traceability, and
reliability. In addition, GitOps enabled a standardized operational model in which each project
maintains an independent configuration and repository-specific governance policy, preventing

unintended cross-project impact and strengthening system stability.
Limitations and Analysis

Although multiple benefits were identified, several limitations must be acknowledged.
Methodological limitations include the small interview sample size and a relatively short
observation period of approximately 4-5 months. Technical and process-related limitations
involve legacy infrastructure constraints, tooling-related barriers such as the Kubernetes

expertise required for Argo CD management, and cultural inertia during the formalization of
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change management processes. Despite initial resistance, pull request—based workflows were

eventually institutionalized as standard practice.
Key Observations and Startup Case Analysis

Deployment success rates and MTTR improved significantly, indicating greater
operational stability. Developers assumed greater ownership of change management, operations
teams shifted toward strategic initiatives, and workflow transparency increased through

structured YAML configurations and pull request governance.

A complementary case study of a Georgian technology startup further illustrates these
outcomes. Prior to GitOps adoption, deployments were semi-manual and prone to inconsistencies
across environments. Following implementation—leveraging Argo CD, declarative YAML
configurations, Kustomize overlays, encrypted secret management via Mozilla SOPS, and GitHub
Actions automation—operational dynamics improved substantially. Automation reduced delays,
enhanced environmental consistency, and increased deployment reliability [9]. Overall, the case
demonstrates GitOps’s effectiveness not only as a deployment mechanism but also as a catalyst

for broader operational and cultural transformation (Table 7).

Table 7. Comparison of Key Operational Metrics Before and After GitOps Adoption

Metric Before GitOps After GitOps Observation
Deployment Frequency 1-2 times per week 2-3 times per day Significant increase
Mean Time to Recovery Approximately 2 hours 10-15 minutes Substantial improvement
(MTTR)

Change Failure Rate ~30% ~5% Reduced error rate
Configuration Consistency Low High Improved environment

alignment

3. Discussion

Despite the positive outcomes, the team encountered several challenges:
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YAML configuration complexity: Proper structuring and management of YAML files

required additional training and skill development.

Increased merge conflicts: Merge conflicts became more frequent when multiple team

members concurrently modified configurations for different environments.

Initial resistance to restricted CLI access: Some team members initially expressed

resistance to the reduced use of direct CLI access, perceiving it as a loss of operational flexibility.

4. Conclusion

The adoption of GitOps led to a substantial improvement in the company’s technical
stability and process transparency. Automation and version-controlled infrastructure
significantly simplified change management, particularly under conditions of limited resources.
Early adoption of GitOps is therefore recommended for startups where speed, reliability, and
sustainable growth are critical success factors. At the same time, strong emphasis should be placed
on team training and cultural adaptation to ensure that technological changes are implemented

effectively.
Evaluation of GitOps: Strengths, Challenges, and Future Perspectives

GitOps represents a logical evolution of modern DevOps practices by integrating version
control, infrastructure automation, and systemic transparency within a unified architectural
model. Its strengths are multifaceted and manifest across technical, procedural, and
organizational dimensions. The use of Git version history as a rollback mechanism enables rapid
response and enhances system stability. The pull-based architecture reduces security risks by
ensuring that deployment control is restricted to internal GitOps agents, while external systems
are not granted direct access to the cluster. Standardization of YAML structures and

modularization of repositories mitigate configuration sprawl and improve team collaboration. In
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addition, comprehensive audit logs establish transparent and accountable workflows, which are

particularly valuable in highly regulated environments.

Despite these advantages, the practical adoption and long-term maintenance of GitOps
require careful consideration of several challenges. One of the most critical issues is secret
management—the secure and correctly versioned handling of sensitive data—which often
necessitates additional tools, resources, and procedural discipline. Managing merge conflicts and
approval workflows is another delicate aspect, especially in multi-team environments. Git-
centric workflows may occasionally delay urgent deployments if fine-grained ownership models
or well-defined branching policies are not in place. The learning curve also represents a
significant barrier: effective GitOps adoption demands solid expertise in Kubernetes, YAML, Git,
and CI/CD systems simultaneously. For organizations that have not yet embraced cloud-native
approaches, this can constitute a substantial obstacle. Furthermore, excessive automation—
particularly in production environments—may introduce risks. Highly automated deployments

without sufficient approval gates or staged validation can result in unintended failures.

Nevertheless, both empirical research and practical case studies indicate that GitOps
provides a robust framework for building resilient, secure, and predictable systems. Its
effectiveness is not determined solely by tooling; rather, it depends on organizational readiness,
cultural transformation, and the strategic integration of security practices. Future perspectives
are closely linked to the evolution of GitOps standards—such as the OpenGitOps initiative—the
simplification of the tooling ecosystem, and the extension of Git functionality in the areas of
security, auditing, and system integration. In this context, GitOps demonstrates high potential
when adopted thoughtfully, strategically, and in alignment with the specific needs of an

organization.
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Abstract

The increasing use of large language models in programming practice has transformed how
software is designed, implemented, and validated. While existing studies largely focus on
performance, productivity, or tool ecosystems, less attention has been paid to the role of
requirement specification and interpretation in Al-assisted programming. This study examines
how differences in task specification influence the behavior of humans and artificial intelligence

during program construction.

The analysis is based on a comparative, practice-informed observation of programming tasks
executed under two contrasting conditions: an incompletely specified task and a fully, explicitly
specified task. Using a controlled programming context and the same execution environment, the
study investigates how algorithmic assumptions, interpretative choices, and code structure
emerge in each scenario for both human developers and Al-generated solutions. The focus is
placed not on execution speed or optimality, but on interpretative variability, stability across
executions, and qualitative properties of the resulting program code, including structural

complexity and readability.

The observations show that incompletely specified tasks create a wide interpretative space in
which Al-generated solutions exhibit substantial variability and, in some cases, exceed the
intended scope of the task through functionally abundant or overly complex implementations.
In contrast, explicit specification significantly reduces interpretative divergence and leads to

conceptual convergence between human-written and Al-generated code. However, even under
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fully specified conditions, differences remain in qualitative aspects of code structure, with Al-

generated solutions tending toward higher structural complexity.

These findings highlight specification as a critical boundary condition in Al-assisted
programming and emphasize the evolving role of humans from code production toward

interpretation, validation, and refinement in modern programming workflows.

Keywords: Al-Assisted Programming, Large Language Models, Task Specification, Interpretive

Differences, Program Synthesis, Human-in-the-Loop

Introduction

In recent years, the use of artificial intelligence in programming practice has expanded
significantly. The development of large language models (LLMs) has made it possible to generate
program code directly from natural language descriptions, whereby artificial intelligence no
longer functions merely as a supporting tool but actively participates in the process of solving
programming tasks (Chen et al., 2021; Li et al., 2022; Nijkamp et al., 2022). Against this
background, contemporary programming increasingly takes the form of a hybrid process in
which human interpretation and machine-generated code coexist within a shared working

environment.

In parallel with this trend, artificial intelligence is widely applied both in software systems
and across various types of computational tasks, indicating its emergence as a general-purpose
computational instrument rather than solely a means of automating specific operations. Research
shows that the integration of AI technologies into system architectures and workflows
substantially transforms the logic of task formulation, execution, and control, particularly in
contexts where processes rely on textual, structural, or semantic interpretation and require
human decision support (Chen et al., 2021; Tabatadze, 2024). At the same time, neural-network-

based approaches are increasingly considered as alternative computational possibilities for
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formally defined problems that have traditionally been addressed using strictly algorithmic or
numerical methods, including programming tasks and scientific computing (Li et al., 2022;
Tabatadze, 2025). A common characteristic of these trends is that the behavior of artificial
intelligence depends fundamentally on the quality of task specification and on the constraints

that define the boundaries of interpretation in both system-level and computational contexts.

In practical programming processes, tasks are rarely formulated through fully exhaustive
and formal specifications. Developers frequently work with partially specified requirements,
whose interpretation is grounded in experience, conventions, and contextual judgment. When
such tasks are delegated to artificial intelligence, the level of specification becomes a decisive
factor in shaping the resulting programmatic solution. Existing empirical studies indicate that
incompletely specified tasks increase the variability of Al-generated code and lead to multiple
possible implementations of the same task, differing both in internal logic and structural

complexity (Gottlander & Khademi, 2023; Ramasamy, 2024; Chen et al., 2021).

In contemporary practice, this tendency is often reflected in prompt-based, exploratory
programming approaches, where task formalization is minimal and outcomes depend strongly on
interpretation (Ray, 2025; Taulli, 2024). While such approaches enhance flexibility and lower
entry barriers, they simultaneously intensify interpretative uncertainty and complicate the

assessment of stability and readability of the resulting programmatic solutions.

Research on code generation demonstrates that clear and detailed task specification
reduces interpretative variability and promotes conceptual convergence among solutions (Li et
al., 2022; Nijkamp et al., 2022). Nevertheless, even under fully specified conditions, Al-generated
code frequently differs from human-written code in terms of structural organization, level of
abstraction, and readability (Ray, 2025). These observations indicate that specification constitutes
not merely a technical prerequisite but a critical boundary factor that governs interpretative
freedom and the distribution of responsibility between humans and artificial intelligence within

Al-assisted programming processes.

86



Computational and Applied Science — 2026, Volume 1, Issue 1

Within this context, the present study aims to examine how different levels of task
specification influence the behavior of humans and artificial intelligence in the process of solving
programming tasks. Through a practice-informed comparative analysis involving incompletely
specified and fully specified formulations of the same task, the study focuses on interpretation,
stability across repeated executions, and qualitative properties of program code, rather than on
execution speed or algorithmic optimality. In doing so, the paper seeks to more clearly articulate
the transformation of the human role in contemporary Al-assisted programming practice, from

direct code authorship toward interpretation, validation, and simplification.

Conceptual Foundations of Al-Assisted Programming

Al-assisted programming represents a conceptual transformation in software
development, within which program construction emerges from continuous interaction between
human intent and probabilistic inference performed by machines. Unlike traditional
programming paradigms, where algorithms are explicitly formulated, precisely specified, and
directly implemented by human developers, Al-assisted programming relies on large language
models that generate program code based on textual prompts, contextual constraints, and learned
probability distributions. As a result, the programming process increasingly shifts from direct
code creation toward the management, constraint, and interpretation of machine-generated

solutions (Chen et al., 2021; Li et al., 2022).

One of the distinguishing characteristics of large language models is their reliance on
probabilistic inference rather than deterministic rule execution. Code generated by Al does not
constitute the execution of a formally defined algorithm, but rather a prediction of plausible
continuations grounded in statistical regularities of code and natural language. Accordingly, code
generation involves an interpretative process in which the model fills underspecified
requirements, introduces implicit assumptions, and selects among multiple possible algorithmic

realizations. This feature fundamentally differentiates Al-assisted programming from classical
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automation tools and elevates specification from a secondary technical detail to a central

conceptual element.

Within this context, task specification functions as a constraint space that defines the
boundaries of interpretative freedom available to artificial intelligence. Incompletely specified
tasks leave portions of this space unconstrained, allowing Al systems to introduce additional
operations, abstractions, or structural generalizations that are not explicitly required by the task
description. In contrast, clearly and explicitly defined specifications restrict the interpretative
space and increase the likelihood of convergence toward a particular algorithmic structure
(Nijkamp et al., 2022). Importantly, the relationship between specification and outcome is not
binary; even minor changes in task formulation may lead to qualitatively different programmatic

realizations, even when functional correctness is preserved.

Prompt-based programming practices have become increasingly widespread and follow a
clearly positive trend. Vibe coding refers to an intuitive, loosely formalized interaction with Al
systems, where priority is given to rapid iteration and outcome generation rather than detailed
requirement formalization (Ray, 2025). While this approach lowers entry barriers and increases
flexibility, it simultaneously amplifies interpretative variability and shifts responsibility toward
the human participant as the final authority for evaluation and control (Taulli, 2024). At a
conceptual level, this indicates that Al-assisted programming is not limited to accelerating code
production, but also reshapes the internal cognitive and organizational structure of programming

practice.

Similar tendencies can be observed in the broader application of artificial intelligence
within software systems and computational tasks. The integration of Al technologies into system
architectures and decision-support processes demonstrates that neural-network-based models
increasingly operate within existing information systems, with their role in everyday practice
steadily expanding (Tabatadze, 2024). Likewise, the application of deep learning in scientific

computing shows that neural networks may be regarded as alternative solution paradigms even
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for strictly formalized problems, further underscoring the role of specification across different

computational contexts (Tabatadze, 2025).

Thus, Al-assisted programming can be understood as an interpretative process shaped by
the interaction between task specification, probabilistic inference, and human oversight. The
quality, structure, and stability of Al-generated code are determined not only by model
capabilities, but also by how requirements and constraints are formulated. From this perspective,
specification functions as a boundary condition that governs the distribution of roles between

humans and artificial intelligence in contemporary Al-assisted programming workflows.

Research Methodology

The present study adopts a qualitative, practice-oriented methodological approach aimed
at analyzing how different levels of task specification influence the behavior of humans and
artificial intelligence in programming contexts. The study does not seek to evaluate model
performance in terms of benchmarks, execution speed, or quantitative accuracy metrics; instead,
it focuses on interpretative behavior as it emerges during the formation of programmatic solutions

under varying conditions of requirement formalization.

The methodological design is comparative and observational. The same programming task
is executed under two distinct conditions: an incompletely specified task and a fully, explicitly
specified task. Both human developers and artificial intelligence operate within the same
programming language and execution environment, ensuring that observed differences are
primarily attributable to task specification and interpretative processes rather than technological
factors. In this context, artificial intelligence is not treated as an experimental subject in a strict

sense, but as an active participant in the programming workflow.

The study is grounded in programming practice rather than controlled experimentation.

Its objective is not to test hypotheses related to optimal performance, but to observe how

89



Computational and Applied Science — 2026, Volume 1, Issue 1

assumptions, interpretations, and structural decisions emerge during the process of program
construction. This practice-informed perspective makes it possible to analyze qualitative
characteristics of program code, such as structural complexity, interpretative scope, and stability

dCross repeated executions.

Interpretation is regarded as the central analytical component of the study. Programmatic
solutions are evaluated in terms of how requirements are interpreted, which operations are
included or excluded, and how consistently similar solutions are produced under identical task
formulations. Particular attention is given to differences between human-written code and Al-
generated code with respect to levels of abstraction, structural organization, and alignment with

task requirements.

Data-Informed Observations from Programming Tasks with Different Levels of Specification

This section presents data-informed observations drawn from programming practice,
focusing on the execution of programming tasks under different levels of specification, both with
and without the use of artificial intelligence. The aim of the study is to examine how the roles of
humans and artificial intelligence, the nature of interpretation, and the resulting outcomes in

modern programming change depending on the degree of task formalization.
Two contrasting cases are examined:

1. A programming task that is incompletely specified and does not include all
necessary details;

2. The same task formulated in a fully and explicitly specified manner.

The focus of the analysis is not on execution speed or code optimality. Instead, attention
is directed toward the process of requirement interpretation: how it differs between humans and
artificial intelligence, what kinds of interpretative assumptions emerge in each case, and how

these assumptions affect the final outcome.
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The task examined within the study belongs to the class of text data preprocessing (input
preprocessing), which is widely used in programming practice and is conceptually simple.
Nevertheless, tasks of this type are interpretatively sensitive, as their outcomes depend
significantly on the level of requirement specification and the logic of interpretation applied

during implementation.

To ensure the comparability of observations, the programmatic solution of the task was
implemented using the same programming language and execution environment. The task was
implemented in the Python programming language, version 3.11, which is widely established in
text data processing practice. The choice of language is motivated by its high readability, its rich
ecosystem for text manipulation, and the fact that it is equally common in both human-written

and Al-generated program code.

In this context, the objective of the observation is not to evaluate specific syntactic
features or language constructs. Python is used as a neutral medium that minimizes the influence
of technological differences and allows the analysis to focus on the structural and conceptual

properties of the programmatic solution.
Incompletely Specified Task: Interpretation and Outcomes

In the first research scenario, a deliberately incompletely specified programming task is
employed, with the aim of revealing differences in requirement interpretation between humans
and artificial intelligence when task specifications are provided at a minimal level. In both cases,
task execution involves the creation of program code that automatically performs text

normalization on the given data; manual text processing or editing is not part of the observation.

The programming task is defined as follows: given several paragraphs of textual data,
develop a programmatic solution (an algorithm and the corresponding sourse code) that performs
text normalization in such a way that the data become uniform and suitable for subsequent

automated processing.
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The task description does not define specific text normalization rules, applicable
operations, or mechanisms for handling exceptions. The requirements do not specify how the
processing of textual structural elements, special characters, whitespace, or letter case should be
reflected in the program code; nor are formal criteria for evaluating the result provided.
Consequently, the task does not prescribe a single unambiguous algorithmic standard and leaves

room for multiple, equally plausible programmatic interpretations.

The textual material used for observation consists of paragraphs with differing structural
characteristics, containing ordinary sentences as well as punctuation and ellipses, mixed letter
case (e.g., combinations of upper- and lower-case letters), redundant whitespace, and, in some
cases, special characters and digits. This heterogeneity implies that textual “uniformity” can be
achieved through different algorithmic strategies, and the choice of a particular strategy is

reflected in the program code produced by the executor.

Such incomplete formalization creates an interpretative space in which the programmatic
solution depends on the assumptions and design decisions implemented in the code. For this
reason, the unit of comparative analysis in this scenario is not execution speed or syntactic style,
but rather which algorithmic assumptions are reflected in the code during the definition of the
normalization process and how stably or variably these assumptions manifest in programmatic

solutions generated by humans and artificial intelligence.

Accordingly, the evaluation is conducted based on the conceptual profile of the solutions,

which involves identifying the following aspects:

1. which operations are implemented in the program code as essential components
of normalization (e.g., case normalization, whitespace consolidation, handling of
punctuation or special characters);

2. how the processing of textual structural elements is reflected in the code

(preservation or merging of paragraphs and lines);
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3. how exceptions are handled within the algorithmic logic (e.g., empty lines, non-
standard characters, mixed formats);
4. how consistent the program logic generated by the same executor remains under

repeated executions.

This analytical framework allows human-created programmatic solutions to be
interpreted as experience-based and relatively stable algorithmic interpretations, whereas
program code generated by artificial intelligence can be viewed as a spectrum of possible
programmatic realizations of the same requirements, which may vary even when the task

formulation itself remains unchanged.

The theoretical considerations are further reinforced by empirical observations. When
humans construct a programmatic solution, a clear and coherent interpretative framework
emerges, grounded in commonly accepted though informal practices of text normalization.
Within the program logic, normalization is understood not as a transformation of textual content,
but as a form of formal stabilization aimed at ensuring a uniform representation suitable for

subsequent automated processing.

More specifically, the programmatic strategy adopted by humans is implemented through
operations that standardize the formal characteristics of the text (such as letter case, whitespace,
and structural boundaries), while deliberately avoiding algorithmic steps that would alter the
content level of the text or the form of individual words. This choice indicates that normalization,

as encoded in the program logic, is defined as a minimal yet sufficient transformation.

Observation of task execution by artificial intelligence reveals a different pattern. Under
the same task formulation, programmatic solutions generated by artificial intelligence differ from
one another in terms of the number of normalization operations implemented in the code, as well
as in their content, ordering, and interpretative scope. The observed generations do not converge
toward a single algorithmic interpretative framework and, in some cases, extend beyond the

boundaries of formal normalization as a purely technical task.
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More specifically, in some generations artificial intelligence interprets normalization at
the programmatic level as a minimal technical operation, and the corresponding code implements
only those steps required for superficial textual stabilization. In other generations, however, the
generated code includes additional algorithmic operations that exert a content-level influence on
the processed text. Such changes manifest in the program logic through alterations in word order
within sentences, reformulation of expressions, the use of synonym substitutions, as well as
structural simplification or merging of sentences. Although these transformations often preserve
the general meaning of the text, they modify its formulation and semantic emphasis and therefore

exceed the scope of normalization understood as formal standardization.

It is particularly important that these content-related effects emerge even in cases where
the task description does not require text rewriting or reformulation. This indicates that, during
the process of program code generation, artificial intelligence supplements the task requirements
based on its internal patterns and language modeling mechanisms. As a result, normalization in
some generations algorithmically transforms into a process of text reformulation, increasing the

risk of content distortion and reducing the predictability of the resulting programmatic solution.

This interpretative variability is directly reflected in the structure of the generated
program code. Observations show that, despite functional correctness, code generated by
artificial intelligence often exhibits relatively high structural complexity. Such code frequently
introduces multiple logical layers, additional helper constructs, and generalized structures that
are not strictly required by the task context but emerge as a consequence of an expanded

interpretation of the requirements.

Consequently, reading and comprehending the generated program code requires greater
effort, particularly when the task itself is incompletely specified and interpretative assumptions
are already substantial. The internal logic of the code is often not directly aligned with the concise
task description, increasing the cognitive load during subsequent analysis and validation. From

this perspective, comparison is no longer limited to whether the code fulfills the required
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function, but also encompasses code comprehensibility namely, how easily it can be read,

understood, and modified by a third party.

Overall, the observations indicate that Al-generated programmatic solutions frequently
exhibit an approach oriented toward so-called “functional abundance,” which, in the context of
tasks of limited scope, results in excessive structural complexity. This phenomenon is particularly
pronounced in incompletely specified tasks, where interpretation is already challenging. Under
such conditions, overly complex and difficult-to-read program code reduces the practical
effectiveness of Al-assisted programming and increases the role of the human not only in

interpretation, but also in understanding, refactoring, and simplifying the generated code.
Fully (Explicitly) Specified Task: Interpretation and Outcomes

In the second research scenario, the same programming task is presented in a fully and
explicitly specified form, with the aim of minimizing interpretative freedom and clearly defining
the required operations, their order, assumptions, and constraints. In this scenario, the task
formulation constitutes an unambiguous algorithmic specification within which the

programmatic solution must be constructed.
The following programming task is defined (Fully Specified Programming Task):

Several paragraphs of textual data are given (either a list of strings or one large text). Write
a program or a function normalize_text(paragraphs) that applies the normalization steps listed
below to each paragraph in the exact order specified and returns the normalized paragraphs in

the same order.
The input may be:

list[str] — a list of paragraphs; or str — a single text in which paragraphs are separated by

a blank line.
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The output must be list[str] — a list of normalized paragraphs. Paragraphs that become

empty after normalization must not be included in the output.

The program must implement the following normalization steps in the exact order given:

—

Remove leading and trailing whitespace from each paragraph;
Convert any repeated whitespace into a single space;

Convert the text to lowercase;

Apply Unicode normalization using the NFKC form;
Normalize punctuation (standardize dashes and ellipses);
Normalize quotation marks;

Remove control characters;

Ensure exactly one space after punctuation marks;

¥ e N o N e W N

Remove empty paragraphs.

In addition, the following constraints are specified to rule out content-level

transformation of the text;

1. Do not change the order of words;

2. Do not change word forms;

3. Do not remove numbers or delete punctuation (except for the normalization
defined above);

4. The programmatic solution must be idempotent, meaning that repeated execution

must not change the result.

Under conditions where the task is fully and explicitly specified, the development of a
programmatic solution by humans primarily constitutes a step-by-step implementation of the
stated requirements. The space for interpretative choice is reduced to a minimum, as each
operation is defined both in terms of content and exact execution order, while the stated
constraints further delimit the task. In this context, the human working process is oriented

toward tracing the specification: steps are followed sequentially, such that each code block can
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be directly mapped to a corresponding item in the task description, and subsequent verification
(e.g., compliance with idempotency or the rule of removing empty paragraphs) can be performed

through straightforward logical checks.

In human-written program code, a minimalist structure typically emerges. A single main
function is implemented, supplemented, if necessary, by a limited number of helper operations
that serve the realization of the explicitly listed rules (such as Unicode NFKC normalization,
consolidation of whitespace into a single space, or punctuation standardization). This structure
enhances code transparency, reduces unnecessary generalization, and simplifies later
modification or testing, as each requirement of the specification is represented in the code in a

visible and localized manner.

Notably, in this scenario, solutions produced by humans exhibit a high degree of
consistency under repeated execution. Detailed requirements establish a stable framework within
which the code is less susceptible to variation: any differences that do arise are typically limited
to stylistic aspects (such as the organization of function blocks or the use of helper functions),

while the functional content and the order of operations remain virtually unchanged.

Observation of task execution by artificial intelligence under fully specified conditions
shows that a clear specification significantly reduces interpretative variability. Program code
generated by AI generally implements the required steps correctly and, under the given
constraints, avoids content-level transformations of the text (such as reordering words or altering
word forms). Moreover, explicitly defined test criteria—most notably idempotency—act as a
critical boundary condition that enables Al to verify logical consistency and detect obvious

conflicts among the rules.

Nevertheless, despite functional correctness, Al-generated program code often continues
to exhibit relatively high structural complexity. Observations indicate that AI frequently
produces a more builder-style solution, introducing additional helper functions, generalized

configurations, or redundant logical branches “for safety,” even when the specification does not
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explicitly require them. As a result, the code may be functionally correct and idempotent, yet its

readability and rapid validation demand greater cognitive effort than that of human-written code.

In the fully specified task scenario, comparative analysis demonstrates that detailed
specification ensures conceptual convergence of programmatic solutions: code produced by both
humans and artificial intelligence is oriented toward the precise execution of the same rules, and
interpretative differences are reduced to a minimum. Under these conditions, artificial
intelligence exhibits a clear advantage in the operational dimension of task execution, rapidly
generating functionally correct and specification-compliant solutions that satisfy the

idempotency requirement.

At the same time, differences remain clearly visible in qualitative aspects of code. Human-
created programmatic solutions are typically shorter, more direct, and easier to read, whereas Al-
generated code often includes additional structural layers and helper constructs. Consequently,
in fully specified tasks, the role of the human shifts away from interpretation toward the

evaluation, simplification, and optimization of the generated code.

Conclusion

This paper has examined Al-assisted programming as an interpretative and collaborative
process in which the formation of programmatic solutions depends not only on the capabilities
of the applied model, but also on the quality and logic of task specification. The study
demonstrates that the integration of large language models into programming practice
fundamentally transforms the process of program construction, shifting the focus from direct
code writing toward the interpretation of requirements, the formulation of constraints, and the

evaluation of generated outcomes.

Practice-informed observations indicate that incompletely specified tasks create a broad

interpretative space in which Al-generated programmatic solutions are characterized by high

98



Computational and Applied Science — 2026, Volume 1, Issue 1

variability, functional abundance, and frequently excessive structural complexity. Under such
conditions, artificial intelligence tends to supplement task requirements with implicit
assumptions, increasing the risk of semantic deviation and reducing code readability. In contrast,
human-developed solutions in the same context typically rely on more stable interpretative

frameworks and exhibit clearer, more comprehensible algorithmic logic.

In cases where tasks are fully and explicitly specified, the observations reveal a conceptual
convergence between solutions produced by humans and artificial intelligence. Detailed
specification significantly reduces interpretative divergence and ensures a high level of functional
alignment. Nevertheless, even under these conditions, AI-generated code often retains relatively
high structural complexity, while human-written code is more strongly oriented toward

evaluation, simplification, and optimization.

Based on these findings, task specification in Al-assisted programming can be understood
not merely as a technical requirement, but as a boundary condition that defines the limits of
interpretative freedom and shapes the distribution of roles between humans and artificial
intelligence in the programming process. In contemporary practice, the human role is
increasingly less confined to direct code authorship and more focused on interpretation,

validation, and responsibility for the resulting programmatic solutions.

Thus, Al-assisted programming should not be viewed as a direct replacement for
traditional programming, but rather as a new conceptual framework in which programmatic
outcomes emerge through dynamic interaction between human judgment and probabilistic
machine inference. The study underscores that the quality of this interaction ultimately depends
on how clearly, consistently, and thoughtfully the task is formulated, and on the degree to which

its specification is detailed and complete.
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Abstract

With the rapid development of technologies, project management is becoming increasingly
complex, and new management approaches and organizational cultures are emerging. Companies
seek to adopt as many innovations as possible in order to gain a competitive advantage in the
market. The constantly changing environment presents continuous challenges for IT project
managers, who must find new and innovative ways to manage and execute their activities more
effectively. This article examines the benefits of using artificial intelligence (AI) in project
management and explores how Al can support IT project managers in their daily activities and

help prevent project-related issues.

Keywords: IT, Al Artificial Intelligence, Project Management, Information Systems, ChatGPT

Introduction

The rapid advancement of digital technologies has fundamentally transformed the way
organizations operate, compete, and deliver value [1]. In this dynamic environment, information
technology (IT) projects have become increasingly complex, involving distributed teams, tight
deadlines, evolving requirements, and heightened expectations for quality and efficiency.

Traditional project management approaches, while still valuable, often struggle to cope with the

101



Computational and Applied Science — 2026, Volume 1, Issue 1

pace of change and the growing volume of data that modern projects generate. As a result,
organizations are seeking innovative tools and methods to enhance decision-making, optimize

resource utilization, and improve project outcomes [1].

Artificial intelligence (AI) has emerged as one of the most promising technologies capable
of reshaping project management practices. By leveraging machine learning, natural language
processing, and data-driven analytics, AI-powered systems can automate routine administrative
tasks, support risk assessment and forecasting, and provide actionable insights to project managers
[2],[6]. This shift allows project leaders to focus more on strategic activities, stakeholder
engagement, and team development, while delegating time-consuming and repetitive tasks to

intelligent systems.

In the context of IT project management, the potential of Al is particularly significant. IT
projects are characterized by rapid technological change, uncertainty in requirements, and a high
degree of interdependence between technical and organizational factors. The integration of Al-
based tools, such as intelligent assistants and analytics platforms, offers new opportunities to
enhance planning accuracy, monitor project performance in real time, and support timely and

informed decision-making [2, 6].

This thesis explores the role of artificial intelligence in IT project management, examining
how Al technologies can support project managers in their daily activities, improve efficiency,
and reduce risks throughout the project lifecycle. By analyzing current applications of Al and
illustrating their practical use through real-world examples, the study aims to demonstrate how
Al can contribute to more effective, adaptive, and resilient project management practices in

contemporary organizations.

Project and Project Management
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A project is a temporary endeavor undertaken to create a unique product, service, or
result. An IT project is an effort aimed at developing a new information system or infrastructure
and/or upgrading and improving existing ones. Project management is the process that helps
organize and manage work effectively. It involves the application of approaches, methods, and
practices designed to address specific problems and their solutions in order to achieve successful

outcomes [1].

Every IT project has a project manager—a professional who organizes, plans, and
implements activities within project constraints (budget, resources, and time). Project managers
lead the team, define project objectives, communicate with stakeholders, and are able to

anticipate the final project outcomes upon project closure [4].

Artificial Intelligence

Artificial intelligence (AI) is a broad and rapidly developing field within computer
science. Researchers aim to develop Al using various computational systems (Nilsson). In simple
terms, Al is a system or machine capable of imitating human behavior in order to perform

assigned tasks and use accumulated information for self-improvement [2, 6].
The development of Al is important for several reasons:

e It can reduce human errors;

o It replaces routine tasks;

o Itisavailable at any time;

o It works faster than humans;

o It plays a significant role in social media;

o It supports learning and education [2, 6].
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There are different ways to build Al systems depending on intended goals and expected
outcomes. Al systems are commonly categorized into three main types: narrow, general, and

superntelligence [5, 6].

Artificial Narrow Intelligence (ANI) is designed to perform specific tasks within a limited
domain. Such systems can execute thousands of calculations per second but are restricted to

predefined variables set by designers and developers [2, 6].

Artificial General Intelligence (AGI) is considered human-level intelligence. The idea is that AGI
would be capable of performing any intellectual task that a human can do, including planning,
reasoning, and learning from experience. Unlike ANI, AGI is not limited to a single domain and

can generalize across tasks [5].

Artificial Super Intelligence (ASI) is a hypothetical form of intelligence in which machines
surpass human intelligence in virtually all areas, from scientific creativity to social skills.
Although purely theoretical at present, ASI is often discussed in the context of future Al research

and ethics [3, 5].

Studies have shown that project managers spend more than half of their time on
administrative tasks such as managing checks and updates. Artificial intelligence systems can
easily handle these relatively simple but time-consuming tasks. As a result, project managers can
devote more time to the most important aspects of their work. In other words, they can focus
more on complex processes that go beyond routine management activities. They can also focus
more on team members, contribute to staff development, and help identify and develop further
skills. Few factors slow down a project as much as a project manager who simply does not have
enough time to address the needs and requirements of each team member. Freeing up part of the
working time during the day is not only an effective way to ensure smoother project progress,
but it also helps create a more supportive work environment in which employees feel supported

and know that they will always have access to appropriate resources [2, 6].
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Another important potential benefit is risk assessment. It is a fact that every project is prone to
risks. Al can accurately identify defects or assess product quality. An Al-based system is capable
of comparing current progress with the planned schedule and, based on data, can perform the

following actions:
o Alert the team about potential delays;
o Indicate that the team is deviating from KPI (key performance indicator) targets;

e Provide recommendations on how the team can maintain alignment with the original

project plan.

The use of such models enables teams to quickly identify potential problems and take

timely corrective actions.

Al in Project Management (ChatGPT Case)

A good example of demonstrating the capabilities of artificial intelligence is ChatGPT. It
is an Al-powered chatbot developed by OpenAl that operates in a conversational mode with
users: it receives input, processes it, and returns responses in a human-readable format. It has
been trained on a wide range of internet-sourced texts, enabling it to generate easily

understandable responses to a broad spectrum of requests.

When considered in the context of project management, ChatGPT also has a wide range
of applications. For example, ChatGPT can be integrated into project management tools to
provide conversational interfaces for project managers and team members, allowing them to
quickly obtain information, updates, and notifications. In addition, ChatGPT can be used to
automate repetitive tasks, such as sending status updates, thereby freeing project managers’ time

to focus on more strategically important activities.
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Furthermore, ChatGPT can be used to generate reports such as project progress
summaries, resource utilization reports, and risk overviews, helping project managers make more
informed decisions. The model’s ability to understand and produce natural language makes it an

ideal tool for natural language processing and text-based analysis [7].
Demonstrative short dialogue:
— “Can you help me with project management?”

— “Of course! I would be happy to help you with project management. Please specify what type
of assistance you are looking for and ask any specific questions you may have.”
— 7 have a team of 8 members and we are working on a software product. Most of our work is
related to support. Which project management methodology would you recommend?”
— “For a team of 8 members working on software product support, I would recommend an Agile
methodology, such as Scrum or Kanban. The Agile approach is flexible, adaptive, iterative, and
focused on continuous delivery, which is well suited for sofiware development and ongoing
support. Scrum provides a structured framework for planning, execution, and delivery of
software, while Kanban is a visual system for managing and prioritizing work items. Both
approaches are widely used in the industry and can be tailored to the specific needs of your team

and project.”

Figure 1 — Dialogue with ChatGPT on a simple case
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‘réga can you help me with project management?

Of course! I'd be happy to help with project management. Please specify the type of

assistance you're looking for and any specific questions you have.

‘réga | have a team of 8 members, and we are working on a software product. Mostly we make
support. which project management methodology do you prefer?

For a team of 8 members working on software product support, | would recommend using
an Agile project management methodology, such as Scrum or Kanban. Agile approaches are
flexible, adaptable, and allow for rapid iteration and continuous delivery, which is well-suited
for software development and support work. Scrum provides a structured framework for
planning, executing, and delivering software, while Kanban is a visual system for managing
and prioritizing work items. Both approaches have proven successful in the industry and can

be tailored to meet the specific needs of your team and project.

The response provided by ChatGPT fully aligns with the appropriate solution. It correctly
selected the project management methodology and provided well-reasoned arguments explaining
the working style of each approach [1, 4]. While this question may have been relatively simple
for the model, it is worth examining how it performs when asked to provide advice on a specific

case supported by concrete figures. The response is presented below:

— T have a team of 15 members working on a software product. The deadline is approaching,

and only 20% of the work has been completed. What can we do?”

— “Ifyou have a team of 15 members working on a software product, the deadline is approaching,
and only 20% of the work has been completed, it is important to take immediate action to bring

the project back on track. Below are several steps you should consider:

1. Assess the situation: Identify the causes of low progress and evaluate your team’s resources

and capabilities.

2. Prioritize tasks: Determine which tasks are most critical before the deadline and prioritize

them accordingly.
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3.

Re-plan the schedule: Based on the prioritized tasks, revise the schedule to ensure that the

most important tasks are completed on time.

Assign clear roles and responsibilities: Ensure that each team member clearly understands

their roles and responsibilities.

Strengthen communication and collaboration: Increase the frequency of communication

and collaboration among team members to ensure alignment and effective teamwork.

Monitor progress: Establish regular progress monitoring mechanisms to track progress and

identify blockers in a timely manner.

Seek support if necessary: If the situation is beyond your control, consider seeking external

support, such as additional resources or alternative solutions.

Remember, the most important thing is to act quickly and maintain focus on completing the most

critical tasks. Best of luck!”

Figure 2 — Dialogue with ChatGPT on a specific case

(551 | have a team of 15 members, we are working on software product, our deadline is very
close and we only did 20 % of our work, what can we do?

If you have a team of 15 members working on a software product with a close deadline and
only 20% of the work is completed, it's important to take immediate action to get the

project back on track. Here are some steps you can consider:

1. Assess the situation: Identify the reasons for the low progress and evaluate the resources
and capabilities of your team.

2. Prioritize tasks: Determine which tasks are most critical to meet the deadline and
prioritize them.

3. Re-plan the schedule: Based on the prioritized tasks, re-plan the schedule to ensure that
the most critical tasks are completed on time.

4. Assign clear roles and responsibilities: Ensure that each team member has a clear
understanding of their roles and responsibilities, and that there is no overlap or
confusion.

5. Enhance communication and collaboration: Increase the frequency and quality of
communication and collaboration among team members to ensure that everyone is on
the same page and working efficiently.

. Implement progress monitoring: Establish regular progress monitering mechanisms to
keep track of progress and identify any roadblocks early.

7. Seek help if needed: If the situation is beyond your control, consider seeking outside

help, such as additional resources, or alterative solutions.

Remember, the most important thing is to take action quickly and keep the focus on

delivering the most critical tasks. Good luck!
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As evident from ChatGPT’s response, the model fully understood the problem at hand

and provided recommendations in the correct sequence [7].

Conclusion

In conclusion, some of the most complex aspects of IT project management involve
managing the project budget, schedule, risks, and quality [1, 4]. These areas are closely
interrelated and are often affected by uncertainty and changing requirements. The use of artificial
intelligence in project management can improve management processes by supporting data-
driven decisions, enabling early risk detection, and automating routine tasks [3, 6]. This allows
project managers to focus more on strategic coordination and team leadership, increasing

efficiency and helping ensure that projects are completed on time and within budget.
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Abstract

Cyber attacks are usually aimed at compromising personal, business or state sensitive information
and IT systems, either for gaining access to data, finance or performing online sabotage. The
world has seen various examples of cyber attacks affecting everyday life, from delaying or
cancelling multiple flights to the destruction of physical infrastructure. The paper explores the
growing interconnection between cyberspace and the physical world, emphasizing how cyber
incidents targeting critical infrastructure, such as healthcare facilities, energy systems or
transportation networks can directly endanger citizens’ safety and disrupt national resilience. The
reader will have an overview of the key challenges in the cyber space, which is an alarm for the
national security. The text analyses various cyber attacks which managed to affect citizens’
physical security and pose serious threats to the overall security of the countries. Emphasis will
be made on the nature of the modern cyber space and how malicious actors adapt to changes in
the world, demanding both private and state sector to be cyber aware and alert to avoid becoming
victims. The research highlights the current vulnerabilities and makes prognosis for the future,
how and why cyber attacks can cause even more danger to everyday life. Moreover, information
will be provided about the possible solutions, based on the foreign experience, research data and
statistics. The study concludes that safeguarding national and citizen security in the 21st century
requires not only technological adaptation, but also strategic foresight and coordinated

governance at all levels, in all sectors.

Keywords: Cyber Security, Cyber Attack, Sabotage, Hackers, National Security, Civil Safety

110



Computational and Applied Science — 2026, Volume 1, Issue 1

Introduction

The recent history of the world includes large-scale cyberattacks carried out in the 21st
century, most of which are attacks against states. Attacks are carried out using such tools and
technical means as: social engineering, phishing, DoS and DDoS attacks, malicious programs
including Ransomware, Spyware, as well as Zero-Day exploits, etc. In the wake of the
development of technologies, hackers try to strengthen their capabilities, which includes the
development of their human resources, as well as the refinement of tactics, and the strengthening

of software tools in order to be able to successfully achieve the malicious goals they set.

This paper discusses the most powerful and well-known cyberattacks carried out against
the states. It is about those software tools and technical potential that create the basis for alarm
in modern cyberspace and represent the greatest risk for the information security system of the
world governments. The results obtained as a result of the research concern not only information
systems, but also physical infrastructure. Innovative means of preventing the mentioned threats
are proposed and further stages of the research are set to assess their practicality, applicability,

feasibility and effectiveness.

Main Body
1. Destruction of Physical Infrastructure Using Cyber Means

Today, software and non-software means are distinguished from the types of cyberattacks.
Even in the last century, there were cases when not only information systems were damaged by

software and hardware, but also physical, real infrastructure.
Below are some notable examples of these cases, depending on the means used.

1.1.Trojan.
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It is well known that in the 21st century, opposing countries no longer use classical
methods of war to achieve their malicious goals. However, in as early as the 80s of the last

century, there was a case when cyber activity damaged physical infrastructure.

The first such incident was on the Urengoy-Chelyabinsk gas pipeline in June 1982, where
an explosion with a capacity of three kilotons of TNT equivalent occurred using a Trojan. It is
noteworthy that no more powerful non-nuclear explosion has been recorded to date. The Trojan
Horse software, which was intended to automate technological processes on the gas pipeline,
secretly contained a so-called "logic bomb". Its essence was that the program correctly executed
several hundred thousand cycles, and then changed the output parameters, which, in turn,

increased the pressure in the gas pipeline twice [11].
1.2.Virus.

On August 5, 2008, an explosion occurred on the Turkish section of the Baku-Thbilisi-
Ceyhan oil pipeline near Refahiye. According to information security experts, Russian special
services were responsible for the explosion. The pipeline network was allegedly hacked through
a surveillance camera. The hackers disabled alarm systems and increased pressure, causing an
explosion. As a result, 30,000 barrels of oil were spilled, causing BP and its partners to lose $5

million and Azerbaijan to lose $1 billion in revenue [12].
1.3.Virus (Worm) and Zero-Day Exploit.

Most of the public is familiar with the rather large-scale and powerful cyberattack carried
out in 2009-2011 by the worm “Stuxnet”. A malicious program called Stuxnet was introduced
into the internal network of the uranium enrichment plant in Natanz (Iran). Experts call it a
Zero-Day attack, since the worm used a vulnerability in the Siemens Step7 software to infect the
programmable logic controller (PLC) [8]. The virus increased the number of revolutions of the
centrifuges. As a result, 1,368 out of 5,000 centrifuges failed. Due to economic sanctions, it would

have taken years to restore the centrifuges, which forced Iran to begin negotiations on the
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cessation of nuclear weapons production. As a result, the Iranian government shut down its

nuclear weapons program and began negotiations to lift economic sanctions [10].
1.4.Ransomware.

In 2017, the so-called WannaCry attack swept across the globe, causing significant
financial losses to victims and disrupting critical services (including healthcare) worldwide [1].
According to Clear Insurance, it was among the 10 largest cyberattacks in history [9]. The
WannaCry attack was an example of ransomware. When such software is installed on a victim’s
device, it blocks access to or encrypts files. The subtype of software that encrypts files is called
crypto-ransomware. The attacker offers the victim a decryption key in exchange for a certain
ransom, which is usually paid in cryptocurrency. The WannaCry attack demanded a ransom of
$300 in Bitcoin (a cryptocurrency). The attackers later increased the ransom to $600. Although
some victims paid the “ransom,” it is still unknown whether their files were restored. The attack
also disrupted critical services, including Spanish mobile phone company Telefonica. Hospitals
in the UK were also affected: ambulances were diverted, calls were not answered or were delayed,
and in some cases, even fatal. 19,000 doctor visits were canceled, and the healthcare sector
suffered a total of £92 million in losses. Ultimately, the ransomware affected 230,000 computers
in 150 countries, causing $4 billion in damage worldwide. Research by the reputable Symantec

company and others has shown that a North Korean group was behind the Lazarus attack.
1.5.Attack on the US Colonial Pipeline.

On May 9, 2021, the US President declared a state of emergency, the reason for which was
a large-scale attack on the largest pipeline in the US, the Colonial Pipeline [3]. The pipeline
originates in Texas and supplies fuel to the southeastern part of the US. On May 6, 2021, 100
gigabytes of information were stolen from the company. And on May 7, a powerful cyberattack
was carried out. The type of attack was a blackmail/ransomware program. According to the
Federal Bureau of Investigation (FBI), the hackers demanded 75 bitcoins (4.4 million US dollars),

which the company paid [2]. As a result, they received the appropriate means from DarkSide to
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restore the system, although this took quite a long time. In addition, the price of a gallon increased
by $3.04, which is a historical maximum in the last 7 years. Numerous gas stations were left
without fuel in at least 4 states. 87 of the stations in the US capital were empty. People were
collecting fuel in various containers from available stations. Flights were delayed from several

airports. Panic ensued. [14]
2. Supply chain attacks.

At the end of 2020, the company FireEye released information that an unidentified
hacking group had “hacked” the company’s computer system and stolen confidential tools
intended for testing the security of information systems [4]. The company, like about 300,000
clients in many countries around the world, uses software from the company SolarWinds to
manage computer networks. The hacking group disguised the malware as another update on the
SolarWinds update server. Fireeye’s information system automatically updated Solarwinds, as a
result of which it was infected [7]. The investigation revealed that more than 18,000 clients
worldwide downloaded the malicious Solarwinds update. In the US, the victims of the cyber
incident included federal agencies, including the Department of Homeland Security, the
Pentagon, the State Department, the Nuclear Nonproliferation Agency, the Treasury
Department, the National Institutes of Health, the Department of Energy, and the Department
of Finance and Commerce. From the private sector, Microsoft itself became a victim of the cyber
incident. The authoritative American publication “The Washington Post”, citing an anonymous
source from the investigative bodies, states that the cyber group of the Russian Foreign
Intelligence Service APT29, also known as “Cozy Bear”, was behind the operation. The Russian
side, traditionally, calls this accusation baseless. [5] The described cyber operation is unique in
terms of the selection of the target, planning and flawless execution. The type of cyberattack itself

is well known in the field of information security and is called a "Supply Chain Attack."

3. Recent Alarming Cyber Attacks against Critical Services

3.1.Water supply
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In February 2021, a hacker infiltrated the control software of the water treatment plant
in Oldsmar, Florida and briefly raised the concentration of sodium hydroxide (lye) in the water
supply from the normal 100 parts per million to a dangerous 11,100 ppm. The intrusion was made
via remote-access software (TeamViewer) on an outdated, poorly secured system —
vulnerabilities experts say are common in under-resourced municipal utilities. A plant operator
spotted the malicious activity in real time and reverted the change before any contaminated water
reached the town, preventing a public-health disaster. Because drinking-water systems are part
of a country’s critical infrastructure, such cyber-intrusions are not just a criminal matter — they
represent a significant threat to public health, economic stability, and national security. Experts
have warned the incident should act as a wake-up call: many water and wastewater utilities lack
basic cyber-hygiene, proper access controls, or robust operational technology (OT) defenses,

making them dangerously exposed.
3.2.Travel

In 2025 a major cyber-attack disrupted operations at several European airports when the
software of Collins Aerospace — responsible for check-in and boarding systems at dozens of hubs
— was hit by ransomware. As a result, automated check-in, baggage drop and boarding systems
went offline at key airports such as Heathrow Airport (London), Brussels Airport and Berlin
Brandenburg Airport. Airlines and airport staff reverted to manual check-in and boarding
procedures, leading to widespread flight delays, cancellations and long passenger queues. This
incident has been widely viewed as a wake-up call about the vulnerability of critical
infrastructure in the aviation sector — exposing how dependency on third-party digital systems

can create systemic risks for national and international travel.
3.3.Healthcare

In early August 2023, Prospect Medical Holdings — which runs dozens of hospitals and
over 150 clinics across multiple U.S. states — suffered a large-scale ransomware attack by the

group Rhysida. The attackers reportedly exfiltrated more than 1 TB of data (including a 1.3 TB
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SQL database) containing sensitive personal and health-care information belonging to patients,
employees and dependents — full names, Social Security numbers, driver’s licenses, medical
records, diagnoses, lab results, treatment/insurance data, and more. As a result of the breach,
many hospitals under the group had to shut down emergency rooms, redirect ambulances,
suspend elective surgeries and outpatient services, and revert to using paper records. The
company notified affected individuals, offered credit-monitoring and identity-protection
services, and launched investigations in cooperation with law-enforcement — but the incident

underscored serious vulnerabilities in cybersecurity in the U.S. health-care sector.
4. Discussion

The listed software and non-software tools represent the greatest challenge for the
cybersecurity of states, i.e. for national security today. Even the Stuxnet case made several things
clear. First of all, after the attack, public awareness of cybersecurity issues increased.
Cybersecurity strategies of a number of states were created, changed and updated. According to

the report of the Cyber Defense Project “Hotspot Analysis: Stuxnet”,

e The state should cooperate with the private sector in the process of protecting critical
infrastructure;
e The state should have plans for dealing with cyber attacks such as Stuxnet;

e Countries should have cybersecurity standards for infrastructure assets.

Despite a number of measures, in today's reality, 100% efficiency by states in the fight
against cyber threats has not been achieved. It is impossible to completely eliminate technical
means, since this reflects the capabilities and signature techniques of hackers; however,
depending on the source of the threat, various countries have developed mechanisms that do not

completely eliminate, but at least reduce information security risks to some extent.
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High awareness is essential. Judging by the cases discussed, criminals often use as a means
of attack those people who directly work with information systems. Despite the fact that
hundreds of thousands of people are employed in the public sector, agencies should work on
raising information security awareness, using training courses, lectures, e-learning platforms,
phishing simulations, and other tools. The issue of mandatory training is also important. For some
civil servants, information technologies are not of particular interest, which is why they are not
interested in security training voluntarily and remain vulnerable to cyber threats. Therefore, it
is very important to cover the public sector completely with mandatory retraining programs,
especially since threats in cyberspace are increasing every day and the severity of their harmful
consequences is also growing. Attracting qualified personnel is another challenge. As in many
foreign countries, there is a lack of qualified personnel in the field of information security in our
country. One of the reasons for this is the novelty of the field, and another is the difficulty of
obtaining academic education. In addition, remuneration in the public sector is less attractive for
qualified personnel in this field, since employers in the private sector offer much higher

remuneration.

Taking into account cyber threats in the state procurement process is also essential. As
discussed above, the so-called Supply Chain Attack represents a complex issue that includes a
number of aspects, starting with the legal framework and ending with thorough testing of
software and hardware. Most countries’ current procurement legislation does not fully take into
account cyber threats and cannot completely avoid risks such as the purchase of computer
equipment and software from malicious suppliers. To minimize the risks of Supply Chain Attack,
it is vital to develop a special procedure for the procurement of cyber technologies as specific

goods and services, where the reliability and security of the product become determining factors.

Conclusion
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Thus, the examples discussed in the paper have made clear the importance of
cybersecurity as a cornerstone of national security. In most cases, a quantitative method is used
to assess the scale and severity of a cyberattack, namely the financial losses suffered by the victim
(individual, organization, or state) as a result of a specific action. According to cybersecurity
experts, by 2025 the damage caused to the global economy by cybercrime will reach 10.5 trillion
US dollars per year. This means that every minute cyberattacks will cause 20 million US dollars
in damage to the world economy. As a result of the research, the company “Specops Software”
has compiled a list of countries ranked by the number of significant cyberattacks based on data
from 2006-2020 [13]. A significant cyberattack is considered an attack on a country's government
structures or companies, the losses of which are equal to or exceed one million US dollars. It is
noteworthy that the USA is not only the leader in this list, but the number of attacks on it
significantly exceeds those recorded in other countries. This is despite the fact that the US Cyber
Command receives billions of dollars in funding annually and the country ranks first in the world

in the GCI (Global Cybersecurity) Index, with a score of 100 out of 100 [6].

The relevance of the issue of developing cyber capabilities is confirmed by the statement
of US President Joe Biden in May 2021. Even the leader of such a country openly acknowledged
that the country's critical infrastructure cannot be protected to the appropriate degree and that
more work is needed to strengthen cyber capabilities. All this is of great concern to any developed
or developing country, as it should be emphasized that although the efforts of countries to combat
cyber threats are substantial, they are not sufficiently effective. In the modern world, countries
must create opportunities for specialists in the field to combat information security risks through
cooperation with the public and private sectors, as well as with the rest of the world, and provide
support in order to develop new, innovative, technical and non-technical ways to combat cyber

threats.
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Abstract

The implementation of project management methods in IT management is one of the most
important factors in the effective planning and resolution of contemporary managerial tasks. It
contributes to the development and adoption of appropriate approaches and methodologies for
addressing governance challenges within organizations, supports the formation of a new work
culture, and ultimately creates a new value chain that provides competitive advantage in the
market. Accordingly, this article discusses the importance of having a well-defined strategy for
addressing managerial tasks, including the critical role of a properly structured IT governance
framework and the existence of IT departments and a Project Management Office (PMO) based

on that framework.

Keywords: IT, Project Management, Information Systems, IT Governance, SDLC

Introduction

Business management is inconceivable without the use of information technologies. This
is particularly relevant for both small-scale and large enterprises, such as holdings and
corporations. Managing such organizational entities is not a simple task regulated solely by

theoretical rules. Despite the extensive use of technologies, it is essential to select an appropriate
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management policy that complies with the legal environment, meets modern management

requirements, and enables the organization to maintain competitiveness in the market[1, 5].

Meeting these requirements highlights the importance of aligning the organization’s
future vision with IT development strategies. This, in turn, necessitates the establishment of new
policies and processes, for which the implementation of effective and well-structured

management methods is required [2].

The management of information technologies falls under the full responsibility of the
organization’s IT departments and constitutes an integral and high-level component of overall
organizational management. Within IT departments, all operational activities related to
information technologies are carried out in the form of individual programs and/or projects.
Consequently, the success of an organization’s overall management is directly proportional to the
effectiveness of its IT strategy, IT governance, and the successful implementation of IT projects,
which may be managed in accordance with internationally recognized methodologies and

standards [2, 3, 5].

IT Governance and Its Importance

IT governance consists of leadership, structures, and processes that enable organizations
to make decisions ensuring the development, management, and achievement of their IT strategies
and objectives [1, 2, 5]. It is an integral part of organizational governance and is essential for the
effective management of both large organizations and small and medium-sized enterprises. This
requires a clear understanding of organizational goals and objectives in order to appropriately

design and implement IT strategies [2].
IT governance ensures that IT-related decisions are focused on:

o The appropriate use and effective management of IT departments;
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e Monitoring IT department performance to achieve defined objectives and improve

processes;
o IT strategies and policies;
o Alignment of IT strategies with organizational goals [2, 5].
To establish proper and effective IT governance following questions should be answered:

Figure 1 — Three key questions for establishing effective governance

What decisions are necessary to ensure the
effective governance and use of IT?

Who should make these decisions? < Who is resnonsible and accountable? |

What is desired result? |

How will decisions be made and

subsequently monitored? How should the process work?

Within an effective IT governance structure, the following departments are typically included:
o IT Operations — responsible for managing IT operations;

o System Administration — responsible for the stability of server infrastructure;

o Database Administration — responsible for the reliable and secure operation of databases;

o Network Administration — responsible for the proper functioning of network devices and

network connectivity;

o Software Development — responsible for developing and improving software products

according to organizational needs;

o IT Support — responsible for providing technical support to company employees;
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o PMO (Project Management Office) — responsible for managing projects and programs within

the organization and supporting investment-related initiatives [1, 2, 5].

PM Methodologies
Traditional Project Management Methodology

Numerous project management methodologies exist in the international arena. For
clarity, this paper focuses on two primary approaches: traditional and iterative (Agile) [3].
The traditional methodology consists of several sequential phases, each dependent on the
previous one. The process is often planned using a Gantt chart, which visually represents tasks

and their start and end dates [3].

Figure 2- Traditional PM Phases

The main phases of the traditional methodology include:

Initiation — This phase focuses on formally launching the project. It involves identifying
key stakeholders, forming the project team, clarifying roles and responsibilities, and defining the
project’s vision, goals, tasks, and overall scope. At this stage, initial feasibility is assessed, high-
level risks are identified, and the project charter is often developed and approved to authorize

the project [3].

Planning — During the planning phase, the project concept is elaborated in detail. This
includes defining deliverables, breaking down work into manageable tasks (e.g., using a Work

Breakdown Structure), estimating resources, budget, and timelines, and assigning responsibilities.
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Scheduling tools such as Gantt charts and network diagrams (e.g., CPM/PERT) are commonly
used. Risk management plans, communication plans, quality criteria, and procurement strategies

are also developed to guide successful project execution [3].

Execution — This phase involves carrying out the planned project activities and producing
the defined deliverables. The project team performs assigned tasks, coordinates resources, and
collaborates with stakeholders. Project managers ensure effective communication, manage team
performance, resolve issues, and implement quality assurance processes. Changes and emerging

risks are addressed through established change management procedures [3].

Monitoring and Controlling (often integrated with Execution) — Throughout execution,
project progress is continuously monitored against the plan. This includes tracking schedule,
budget, scope, and quality indicators; managing risks and issues; controlling changes; and
reporting performance to stakeholders. Corrective and preventive actions are taken to keep the

project aligned with objectives [3].

Closure — The closure phase formalizes project completion. It includes validating and
accepting deliverables, evaluating outcomes against objectives, documenting lessons learned and
best practices, closing contracts, releasing resources, and preparing final reports. This phase
ensures that knowledge gained is captured for future projects and that stakeholders formally

acknowledge project completion [3].

In IT projects, project management phases are often aligned with the Software
Development Life Cycle (SDLC), which provides a structured framework for developing,

deploying, and maintaining information systems.
The SDLC typically consists of the following stages:

e Requirements analysis
e System design

e Implementation
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e Testing
e Deployment

e Maintenance/Monitoring [1, 3].
Iterative (Agile) Project Management Methodology

The iterative project management methodology, as expressed in the Agile Manifesto, was
created by individuals who had previously worked with traditional project management
approaches, including Waterfall. These individuals included project managers, analysts,
developers, and other professionals involved in project delivery. According to them: "We are

discovering better ways of developing software by doing it and helping others do it." [4].

As a result of this work, they formulated the following system of values:
I. We value individuals and interactions over processes and tools

II. We value working software over comprehensive documentation

III. We value customer collaboration over contract negotiation

IV. We value responding to change over following a plan [4].

Therefore, although we value the items on the right, we place greater emphasis on the items
on the left. Based on the values outlined above, a framework was developed that is globally

known as the Scrum Framework [4].
What is Scrum?

Scrum is a lightweight framework that helps individuals, teams, and organizations create
value through adaptive solutions to complex problems [3, 4]. It consists of the following key

events (processes):
e Sprint Planning
e Daily Scrum

e Sprint Review
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e Sprint Retrospective [4].

When an iterative approach and the Scrum framework are chosen as the project management
methodology, requirements are initially formulated as User Stories, which are then collected in
the product backlog. It is important to note that the backlog is not fixed; user stories can be added
or removed throughout the project lifecycle based on evolving project needs. Once the initial

product backlog is prepared, the sprint can begin [3, 4].
A comparison table of traditional and iterative methodologies is presented below.

Figuge 3 -Methodology Comparison Table

ASPECT TRADITIONAL ITERATIVE METHODOLOGY
METHODOLOGY (AGILE / SCRUM)
(WATERFALL)
APPROACH Linear and sequential phases Cyclical, incremental
development
FLEXIBILITY Low — changes are costly and High — changes are welcomed
difficult and expected
REQUIREMENTS Defined upfront and fixed Evolving requirements (User
Stories)
CUSTOMER Limited, mostly at the Continuous
INVOLVEMENT beginning and end customer/stakeholder
involvement
DELIVERY Single final delivery at project ~ Frequent incremental deliveries
end (sprints)
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DOCUMENTATION Heavy documentation Lightweight, just-enough
documentation
RISK MANAGEMENT | Risks identified early but Risks addressed early through
realized late iterations
PLANNING STYLE Detailed long-term planning Adaptive planning per sprint

(Gantt charts)

TEAM STRUCTURE Hierarchical, role-based Cross-functional, self-organizing
teams

BEST SUITED FOR Stable, well-defined projects Dynamic, innovative, uncertain
projects

There are several aspects that should be considered when selecting an appropriate project
management methodology. First and foremost, the project itself must be analyzed in terms of its
needs and requirements. Before choosing a suitable methodology, it is essential to clearly

understand what requirements and objectives the project must fulfill.

By considering how strict the constraints are in terms of time and budget, it becomes
possible to determine whether a traditional or an iterative approach is more appropriate for

managing the project.

In addition, the competencies and capabilities of the project team should be assessed,
including their level of expertise in the subject area and the extent to which team members are

able to work as self-organizing individuals.

The size of the organization and its existing approach to project management should also
be taken into account, including whether the organization is large or small and what practices

have been applied in previously implemented projects [3, 4].
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Conclusion

In conclusion, organizations should begin by clearly defining their strategic goals,
identifying business and technological needs, and formulating a coherent long-term vision before
selecting the most appropriate project management methodology. The choice of methodology
should not be driven solely by trends or industry popularity, but rather by a careful analysis of
the organization’s context, project characteristics, regulatory constraints, and maturity level in

project and IT governance practices [2, 3, 5].

Both traditional and iterative methodologies offer distinct advantages and limitations, and
their successful application depends on proper organizational readiness, leadership support, and
cultural alignment. The implementation of any methodology requires a structured change
management approach, including the development of appropriate policies, processes, and
competencies across the organization. Without adequate preparation, training, and stakeholder
engagement, even well-established methodologies may lead to misaligned expectations,

resistance to change, and suboptimal project outcomes [3, 5].

Furthermore, the alignment of project management methodology with organizational
strategy and IT governance frameworks plays a critical role in ensuring transparency,
accountability, and value realization. When strategy, governance structures, and delivery
methodologies are coherently integrated, organizations are better positioned to manage risks,
optimize resources, and achieve sustainable and measurable project success. This integrated
approach ultimately enhances organizational performance and strengthens long-term

competitiveness in dynamic and technology-driven environments [2, 5].
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Abstract

Reliable communication over noisy channels requires efficient error-correcting mechanisms.
Convolutional channel codes enable error correction by introducing redundancy, while decoding
algorithms reconstruct the most probable transmitted sequence. The decoding process can be
formulated as a shortest path problem in a weighted directed graph known as a trellis. The Viterbi
algorithm performs maximum likelihood decoding by minimizing cumulative path metrics. This
paper presents a mathematical formulation of convolutional decoding as a shortest path problem
and compares the Viterbi algorithm with classical shortest path algorithms, including the
Bellman-Ford algorithm and Dijkstra's algorithm. Structural similarities, complexity differences,

and practical implications are analyzed.

Keywords: Channel Coding, Shortest Path Algorithm, Viterbi Algorithm, Bellman-Ford,
Dijkstra, Trellis Graph

Introduction

Digital communication systems transmit data across noisy channels, where received

signals are corrupted by additive noise and interference [3]. Let the transmitted sequence be:

u= (ul, U,, ...,u,k)

After encoding, the transmitted coded sequence becomes:
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X = (X1, X2, ., Xp)

The received sequence is:

r=x+n (1)

where n represents channel noise.

The decoding problem consists of finding the transmitted sequence X that maximizes the

conditional probability:

X = arg max P(r | x) (2)
X

This optimization problem can be reformulated as a shortest path problem in a weighted graph.

1. Convolutional Coding Model

A convolutional encoder with memory m can be modeled as a finite-state machine with:

S=2m

possible states [4].

Each input bit causes a state transition and generates output symbols according to

generator polynomials.

The encoder can be represented as a state diagram, which when expanded over time forms a

trellis graph.
2. Trellis as a Weighted Directed Graph
The trellis is a directed acyclic graph (DAG) defined as:

G =(V,E)
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where:
V= set of states at each time step
E = transitions between states

Each edge e € E has an associated weight w(e), defined by a distance metric between received

and expected symbols.

For hard-decision decoding, the Hamming distance is used:
n
dy(rex) =) Ini=x1 ()
i=1

For soft-decision decoding (AWGN channel), Euclidean distance is used:

dp(rx) = ) (n=x)* (&)
i=1

The total path metric for path P is:

T
DPY=) w6
t=1

Decoding becomes:

P=arg min D(P) (6)

This is equivalent to the shortest path problem.

3. Trellis as a Weighted Directed Graph

The Viterbi algorithm applies dynamic programming [1].
Let:
M, (s)be the minimum path metric to reach state s at time t.

Recursive update:

M. (s) = rnsi,n [Me_1(s") + w(s',s)] (7)
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Only the minimum (survivor) path is retained.
Complexity
If:
e S=number of states
e T=time steps
Then complexity is:

0(S-T) 8)

Because the trellis is layered and acyclic, computation proceeds forward without revisiting states.

4. Classical Shortest Path Algorithms
4.1 Bellman-Ford Algorithm

The Bellman—Ford algorithm computes shortest paths from a source vertex sto all vertices
ina graph G = (V,E).

Initialization:

d(s) =0,d(v) = forv #s

Relaxation step:

d(v) = min (d(v), d(w) + w(w, v)) 9)

This process is repeated | V | —1 times.
Time complexity:

O(VIIELD (10)
Bellman—Ford can detect negative cycles.

4.2 Dijkstra’s Algorithm

The Dijkstra's algorithm [2] operates under the constraint:
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w(u,v) =0

It selects the vertex with minimum temporary distance and relaxes adjacent edges. Time

complexity (with priority queue):

O(Ellog IV1I) (11)
It cannot handle negative weights.
5. Comparative Mathematical Analysis
All three algorithms solve:
ng})l(r;‘t) Z w(e) (12)

eeP

where P (s, t) denotes all paths from s to t.
However, Table 1 shows:

Table 1-main distinctions between algorithms

Property Viterbi Bellman-Ford | Dijkstra

Graph type | Layered DAG | General graph | General graph
Weight sign | Non-negative | Any Non-negative
Update rule | Eq. (7) Eq. (9) Greedy selection
Complexity 0(ST) O(VE) O(Elog V)

Key distinction:

o Viterbi exploits time-layered structure.

o Bellman-Ford iterates over entire edge set.

o Dijkstra applies global greedy optimization.

6. Engineering Implications
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The trellis structure enables deterministic hardware implementation of the Viterbi
algorithm with fixed memory and predictable computational complexity. This property makes

it suitable for real-time communication systems, including mobile and satellite networks.

However, shortest path theory is not limited to channel decoding. In computer
networking, routing protocols rely extensively on shortest path algorithms to determine

optimal forwarding paths between nodes.

Distance-vector routing protocols such as Routing Information Protocol are based on the
principles of the Bellman—Ford algorithm. Each router iteratively updates path costs based on

information received from neighboring routers.

Similarly, link-state routing protocols such as Open Shortest Path First compute shortest
paths using the Dijkstra's algorithm. Routers construct a global topology map and calculate

optimal routes via greedy path selection.

This demonstrates that shortest path optimization forms a foundational principle across

multiple layers of communication systems:

e TCP/IP Physical layer — Channel decoding (Viterbi)
e TCP/IP Network layer — Routing protocols (Bellman—Ford, Dijkstra)

Thus, shortest path theory serves as a unifying mathematical framework bridging digital

communications and computer networking.

Conclusion

This paper presented a mathematical formulation of convolutional code decoding as a
shortest path optimization problem. The Viterbi algorithm was analyzed as a specialized dynamic
programming technique operating on layered trellis graphs. A comparative study with the
Bellman-Ford and Dijkstra algorithms revealed both structural similarities and computational

distinctions, despite their shared objective of path metric minimization.

Beyond channel decoding, shortest path algorithms play a central role in computer
networking, forming the theoretical basis of routing protocols such as distance-vector and link-
state approaches. This cross-layer applicability demonstrates that shortest path theory constitutes
a unifying mathematical framework spanning the physical and network layers of communication

systems.
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The results confirm that graph-based optimization is fundamental to modern digital
communication and networking architectures, reinforcing the importance of algorithmic theory

in practical engineering design.
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Abstract

Continuous Integration and Continuous Delivery (CI/CD) pipelines have become a core
component of modern software engineering, enabling rapid and automated deployment of
applications. While these practices significantly improve development efficiency, they also
introduce new and complex security risks, including supply chain attacks, configuration drift,
and large-scale propagation of vulnerabilities through automated pipelines [6, 7, 8]. Traditional
security mechanisms, which rely primarily on static rules and signature-based detection, are
increasingly inadequate in highly dynamic DevSecOps environments [3, 12]. This paper
investigates the application of Artificial Intelligence (AI) and Machine Learning (ML) techniques
to enhance the security of CI/CD systems. The proposed approach integrates anomaly detection,
supervised classification, Explainable AI (XAI), federated learning, and adversarial robustness
mechanisms into a unified analytical architecture [2, 4, 5]. The study argues that explainability
and privacy-preserving learning are critical for adoption in regulated and mission-critical
environments [2, 4, 7]. A conceptual and architectural framework is presented, together with an
experimental evaluation strategy, demonstrating how Al-driven security analytics can provide

proactive, transparent, and scalable protection for modern CI/CD pipelines.

Keywords: CI/CD Security, DevSecOps, Artificial Intelligence, Machine Learning, Explainable

Artificial Intelligence, Federated Learning, Adversarial Machine Learning
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1. Introduction

Modern software development is increasingly dependent on Continuous Integration (CI)
and Continuous Delivery/Deployment (CD) practices, which enable frequent code integration,
automated testing, and rapid release cycles [12, 13]. These approaches form the foundation of
DevSecOps, where development, operations, and security are expected to function as a unified
and highly automated process [12]. While CI/CD pipelines significantly improve delivery speed
and operational efficiency, they also expand the attack surface by introducing complex
dependencies, extensive automation, and a high frequency of changes across infrastructure and

application layers [6, 7].

A defining characteristic of CI/CD environments is the large-scale use of Infrastructure as
Code (IaC), third-party libraries, containerization platforms, and automated orchestration tools
[12, 13]. In such settings, a single misconfiguration, compromised dependency, or malicious code
injection can propagate through the entire pipeline in a very short time, potentially resulting in
large-scale security incidents, including supply chain attacks [3, 9]. Recent incidents and
regulatory responses clearly indicate that pipeline security is no longer a peripheral concern but

a central requirement for trustworthy software delivery [6, 7, 8].

Conventional security controls in software pipelines are typically based on static analysis,
predefined rules, and signature-based detection mechanisms. Although these techniques remain
useful, they struggle to cope with the dynamic and heterogeneous nature of modern CI/CD
systems and often fail to detect previously unseen attack patterns [3, 12]. As a result, security
must be embedded into the pipeline as an adaptive, data-driven, and continuously improving

process rather than as a final checkpoint before deployment [12, 13].

In this context, Artificial Intelligence (AI) and Machine Learning (ML) provide promising
capabilities for analyzing large volumes of heterogeneous data generated by CI/CD systems,
including source code changes, build and deployment logs, configuration files, and runtime

telemetry [3, 12]. Al-driven methods enable automated anomaly detection, risk classification,
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and behavioral analysis at a scale and speed that is not feasible with purely manual or rule-based
approaches [3]. At the same time, modern threats increasingly leverage Al themselves, such as
adaptive malware and automatically generated social engineering content, which further

strengthens the need for Al-assisted defensive mechanisms [3, 11].

However, the adoption of Al in security-critical and regulated environments raises
additional requirements. Decision transparency and auditability are essential, particularly in
sectors subject to strict compliance frameworks such as ISO/IEC 27001:2022, NIST SP 800-53,
and the European Union’s Digital Operational Resilience Act (DORA) [6, 7, 8]. Explainable
Artificial Intelligence (XAI) addresses this challenge by providing human-interpretable
explanations of model outputs, making automated decisions more trustworthy and operationally

useful [2, 5].

At the same time, data protection and regulatory constraints often limit the feasibility of
centralizing sensitive operational data for model training. Federated learning offers a privacy-
preserving alternative by enabling collaborative model training across multiple environments
without sharing raw data [4]. Another important challenge is the growing relevance of adversarial
attacks against ML models, including data poisoning and evasion techniques, which can be

particularly dangerous in highly automated CI/CD pipelines [5, 12].

This paper presents an integrated approach to CI/CD security that combines anomaly
detection, supervised classification, XAl, federated learning, and adversarial modeling into a
unified architectural framework [2, 3, 4, 5]. The objective is to demonstrate how Al-driven
security analytics can move CI/CD protection from a predominantly reactive posture to a
proactive, explainable, and privacy-aware security model suitable for modern DevSecOps

ecosystems [6, 7, 8].

2. Related Work and Problem Formulation
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The security of CI/CD and DevSecOps pipelines has attracted increasing attention in
recent years due to the growing number of supply chain attacks, configuration-based
vulnerabilities, and large-scale automation failures [3, 9, 12]. Existing research and industrial
practices emphasize the importance of integrating security controls directly into development
and deployment workflows, rather than treating security as a separate, post-deployment activity
[12, 13]. Standards and regulatory frameworks such as NIST SP 800-53, ISO/IEC 27001:2022, and
the European Union’s DORA further reinforce the need for systematic, auditable, and resilient

security mechanisms in software delivery infrastructures [6, 7, 8].

A substantial body of work has explored the application of machine learning techniques
for security monitoring, including malware detection, intrusion detection, and anomaly
detection in operational data [3]. Surveys of ML-based malware analysis show that supervised
and unsupervised learning methods can outperform traditional signature-based approaches,
particularly in detecting previously unseen threats [3]. In CI/CD contexts, these techniques are
increasingly applied to analyze build logs, configuration changes, and runtime telemetry in order
to identify abnormal behavior patterns that may indicate compromise or misconfiguration [12,

13].

Explainable Artificial Intelligence has emerged as a critical research direction for safety-
and security-critical applications [2, 5]. Methods such as LIME and SHAP have been proposed to
provide local and global explanations of model decisions, enabling better human understanding
and auditability of automated systems [2, 5, 17, 18]. In security operations, such transparency is
essential for incident investigation, compliance verification, and trust in automated decision-
making processes [2, 5]. Nevertheless, many existing ML-based security tools still operate as

“black boxes,” which limits their acceptance in regulated environments [2, 5].

Another important research direction addresses data privacy and governance in
distributed infrastructures. Federated learning has been proposed as a solution that enables

collaborative model training across multiple environments without sharing raw data [4]. Prior
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studies demonstrate that federated learning can preserve model performance while significantly
reducing the risk of sensitive data exposure, which is particularly relevant for CI/CD ecosystems

spanning multiple organizational or regulatory domains [4, 7, 8].

At the same time, the robustness of machine learning models against adversarial
manipulation has become a major concern. Adversarial examples, data poisoning, and evasion
attacks show that ML models can be intentionally misled with carefully crafted inputs or
corrupted training data [5]. In highly automated CI/CD pipelines, such weaknesses are especially
dangerous, because erroneous model decisions can propagate rapidly and affect large parts of the
delivery process [12]. Although adversarial training and robustness optimization techniques can
mitigate some risks, they do not provide a complete solution and require continuous evaluation

and adaptation [5, 6].

Despite these advances, several gaps remain. Many existing solutions address only isolated
aspects of CI/CD security without integrating explainability, privacy preservation, and robustness
into a single coherent framework [2, 3, 4, 5]. Moreover, the operational integration of Al-based
security analytics into CI/CD pipelines is often insufficiently addressed, particularly with respect
to automated decision points and human-in-the-loop oversight [12, 13]. Finally, regulatory and
compliance requirements are rarely treated as first-class design constraints in technical security

architectures [6, 7, 8].

Based on these observations, the problem addressed in this paper can be formulated as
follows: how to design an Al-driven security architecture for CI/CD pipelines that is effective in
detecting complex threats, transparent in its decision-making, respectful of data privacy
constraints, and resilient against adversarial manipulation. The proposed approach aims to fill this
gap by combining anomaly detection, supervised classification, Explainable AI, federated
learning, and adversarial modeling into an integrated DevSecOps-oriented framework, which is

detailed in the following sections.
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3. Methodology and Core Models

The proposed approach is based on the integration of several complementary analytical
components that address different aspects of CI/CD security. The methodology combines data-
driven anomaly detection, supervised classification, explainable decision support, privacy-
preserving collaborative learning, and adversarial robustness mechanisms within a unified
framework [2, 3, 4, 5]. This design follows the general principles of secure and auditable systems

emphasized in contemporary standards and regulatory frameworks [6, 7, 8].
A. Data Sources and Preprocessing

Security analysis in CI/CD environments relies on heterogeneous data originating from
multiple sources, including version control systems, pipeline execution logs, Infrastructure as
Code (IaC) configurations, container metadata, and authentication or network events [12, 13].
These data streams are characterized by high volume, partial structure, and strong temporal
dynamics, which necessitates a systematic preprocessing stage [12]. This stage includes
normalization, deduplication, temporal aggregation, and feature extraction, as commonly

recommended in ML-based security analytics [3, 12].

Textual data, such as commit messages and log entries, are processed using natural
language processing techniques, including tokenization and vectorization based on term-
frequency or embedding representations [12]. The resulting feature vectors form the input to the
machine learning models employed in subsequent stages, enabling both statistical learning and

behavioral analysis across the CI/CD pipeline [12].
B. Supervised and Unsupervised Learning

Two complementary learning paradigms are used to address different threat detection
scenarios. Supervised learning models are applied when labeled examples of known threats are

available, following established approaches in malware analysis and security event classification
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[3]. Typical classifiers include logistic regression, decision trees, gradient boosting methods such
as XGBoost, and neural networks, which have demonstrated strong performance in security-

related classification tasks [3, 12].

In contrast, unsupervised learning is primarily employed for the detection of previously
unseen or rare events, which is particularly important in dynamic CI/CD environments where
new failure modes and attack patterns continuously emerge [3, 12]. Autoencoders and isolation-
based methods are widely used for this purpose. Autoencoders are trained to reconstruct normal
behavior patterns, and deviations from this learned representation are interpreted as potential
anomalies [12]. A high reconstruction error therefore serves as an indicator of abnormal or

suspicious activity, which has proven effective in large-scale security monitoring scenarios [12].
C. Explainable Artificial Intelligence

In security-critical contexts, the interpretability of automated decisions is as important as
their predictive accuracy [2, 5]. For this reason, the framework integrates Explainable Artificial
Intelligence (XAI) techniques that provide human-understandable explanations for model
outputs. Model-agnostic methods such as LIME and SHAP are used to estimate the contribution
of individual features to a specific prediction and to explain both local and global model behavior

[2,5,17, 18].

These explanations enable security analysts to verify whether a decision is based on
meaningful indicators, to support incident investigation, and to satisfy audit and compliance
requirements [2, 5]. By embedding explainability directly into the analytical pipeline, the system
addresses a major limitation of many ML-based security tools, which often operate as opaque

“black boxes” and therefore face resistance in regulated or mission-critical environments [2, 5].
D. Federated Learning and Privacy Preservation

In many organizational settings, CI/CD data cannot be centralized due to regulatory,

contractual, or operational constraints [4, 7, 8]. To address this limitation, the proposed
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methodology incorporates federated learning as a core training paradigm. In this setup, models
are trained locally within separate environments, such as development, testing, and production
domains, and only model updates are shared with a central coordinator [4]. The global model is
obtained through aggregation of these local updates, which reduces the risk of sensitive data

exposure while preserving the benefits of collaborative learning [4].

This approach is particularly suitable for CI/CD ecosystems spanning multiple
administrative or regulatory domains, where data governance requirements make traditional

centralized training impractical [4, 7, 8].
E. Adversarial Robustness Considerations

The increasing use of machine learning in security systems has introduced new attack
vectors, commonly referred to as adversarial attacks [5]. These include adversarial examples, data
poisoning, and evasion techniques that aim to mislead models during inference or corrupt them
during training [5]. In highly automated CI/CD pipelines, such weaknesses are especially critical,

as erroneous model decisions can propagate rapidly through deployment workflows [12].

To mitigate these risks, the proposed framework considers adversarial training and
robustness-oriented evaluation as integral parts of the model lifecycle [5]. Although no defense
can guarantee complete protection, systematic robustness testing and continuous model

adaptation significantly improve resilience against realistic attack scenarios [5, 6].

4. System Architecture and CI/CD Integration

The proposed security analytics system is designed as a modular, multi-layer architecture
that supports scalable data collection, automated analysis, explainable decision-making, and
operational integration within CI/CD environments [12, 16]. The architecture follows the

principles of separation of concerns and microservice-based design in order to ensure
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extensibility, maintainability, and adaptability to different organizational and technological

contexts [12, 14, 15].
A. Overall Architecture

At the lowest layer, the system is responsible for collecting heterogeneous data from
multiple CI/CD-related sources, including version control systems, CI/CD orchestrators,
container platforms, and monitoring components [12, 13, 15, 16]. These data include source code
changes, pipeline execution logs, Infrastructure as Code (IaC) configurations, container metadata,
and security-relevant events [12, 13]. The collected information is normalized and forwarded to

a central processing module, where preliminary filtering and feature preparation are performed

[12].

The intermediate layer hosts the analytical components, including machine learning
models for anomaly detection and classification, as well as Explainable AI modules for
interpreting model outputs [2, 5, 12]. This layer constitutes the core of the decision-making
process and is responsible for correlating events across different data sources in order to identify
potential security incidents [3, 12]. In parallel, a federated learning service manages collaborative
model updates across multiple environments, enabling continuous improvement of detection

capabilities without violating data governance constraints [4, 7, 8].

The upper layer is dedicated to visualization and operational integration. It provides
dashboards, metrics, and explanation views that support both real-time monitoring and forensic
analysis of incidents [16]. In addition, this layer exposes interfaces for automated or semi-
automated actions within the CI/CD pipeline, such as blocking a deployment, triggering
additional verification steps, or notifying security personnel [12, 13]. Please refer to figure 1,

Integrated AI-Driven CI/CD Security Architecture.

Figure 1 - Integrated AI-Driven CI/CD Security Architecture
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B. Data Management and Storage

The system employs a centralized storage layer that supports both structured and semi-
structured data, enabling efficient handling of logs, configuration files, and extracted feature
vectors [12]. This storage layer maintains raw event data as well as processed representations used
for model training and evaluation, which is essential for reproducibility and auditability of

experimental results [6, 7].

Versioning of datasets and models is treated as a first-class requirement, following
established MLOps practices for controlled experimentation and traceability [12]. This approach
allows historical analyses to be repeated and supports compliance with regulatory expectations

regarding accountability and evidence-based decision-making [6, 7, 8].

C. Integration into CI/CD Pipelines

147



Computational and Applied Science — 2026, Volume 1, Issue 1

A central design goal of the proposed architecture is seamless integration into existing
CI/CD pipelines, so that security analysis becomes a natural and continuous part of the
development and delivery process rather than an external or ad hoc activity [12, 13]. To achieve
this, the system provides integration points at multiple stages of the pipeline, including code

commit, build, test, and deployment phases [12, 14, 15].

At each stage, relevant data are collected and analyzed, and the results are fed back into
the pipeline control logic. In critical cases, such as the detection of high-risk anomalies or policy
violations, the pipeline can be automatically halted or redirected to additional validation steps [6,
7, 12]. In less severe scenarios, the system operates in an advisory mode, providing risk
assessments and explanations to developers and operators while leaving the final decision to

human oversight [12, 13].

This hybrid approach ensures a balance between automation and operational flexibility,

which is essential for maintaining development velocity while enforcing robust security controls

(12, 13].
D. Monitoring, Visualization, and Operational Use

Operational effectiveness requires that analytical results be presented in a clear and
actionable form. For this purpose, the architecture integrates monitoring and visualization
components that aggregate metrics, analyze time series, and present security-relevant
information through dashboards and reports [16]. These visualizations include performance
indicators of the classification models, distributions of detected anomalies, and XAI-based

explanations that highlight the factors influencing specific decisions [2, 5, 16].

Such capabilities support both immediate incident response and long-term strategic
analysis of security trends within the CI/CD environment [6, 7]. By combining automated
detection with explainable and auditable outputs, the system aims to enhance trust in Al-assisted

security decisions and to facilitate their adoption in enterprise and regulated contexts [2, 5, 7].
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5. Experimental Setup and Results Analysis

This section presents the experimental evaluation of the proposed Al-driven security
architecture for CI/CD environments. The primary objective of the experiments is to validate the
effectiveness of the selected methods and the proposed architectural integration under realistic

operational conditions, including both normal operation and adversarial scenarios [3, 5, 12].
A. Experimental Environment

The experimental setup was deployed in a hybrid environment that combines synthetic
workloads with data derived from realistic CI/CD workflows [12, 14, 15]. The test infrastructure
includes a version control system, a CI/CD orchestrator, container-based execution
environments, and monitoring components, reflecting a typical DevSecOps pipeline architecture

[12, 13, 15, 16].

The analytical components were executed in an isolated environment to avoid
interference with operational processes and to ensure reproducibility of results, in line with
recommended security and auditing practices [6, 7]. Data collection was performed both in near
real time and from historical logs, enabling evaluation of the system in both online and offline

analysis modes [12].
B. Dataset Description

The dataset used in the experiments consists of several categories of data commonly
observed in CI/CD environments. These include version control data such as commit histories
and file change statistics, CI/CD pipeline logs covering build, test, and deployment stages, and
Infrastructure as Code (IaC) configurations with both valid and intentionally vulnerable
parameter settings [12, 13]. In addition, container metadata and dependency information were

collected to reflect realistic software supply chain conditions [12, 15].
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To evaluate robustness and detection capability, the dataset also includes synthetically
generated threat scenarios, such as simulated supply chain attacks, adversarial inputs targeting
the ML models, and examples of Al-assisted social engineering patterns [3, 5, 11]. All data were
preprocessed using normalization and feature extraction procedures consistent with established

ML security analytics practices [3, 12].
C. Experimental Scenarios

The evaluation was conducted using a set of representative operational and adversarial
scenarios. These scenarios include normal pipeline execution with expected behavior,
configuration errors introduced into IaC scripts, simulated supply chain compromises through
modified dependencies, and adversarial inputs designed to test model robustness [3, 5, 9, 12]. In
addition, social engineering-related scenarios were included to assess the system’s ability to detect
patterns associated with Al-assisted phishing and identity impersonation attempts targeting

DevOps personnel [11, 12].

This scenario-based approach ensures that the evaluation reflects both routine operational
conditions and high-risk threat situations commonly discussed in the literature on CI/CD and

DevSecOps security [3, 9, 12].
D. Evaluation Metrics

The performance of the detection and classification components was assessed using
standard metrics commonly applied in security-related machine learning studies, including
precision, recall, Fl-score, and ROC-based measures [3, 12]. For anomaly detection,
reconstruction error distributions and threshold-based detection rates were analyzed to

distinguish normal from abnormal behavior [12].

In addition to predictive performance, the quality of explanations generated by the XAl
components was evaluated qualitatively, focusing on whether the highlighted features were

consistent with domain knowledge and operational expectations [2, 5]. The impact of federated
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learning on model generalization and data privacy was assessed by comparing centralized and

distributed training setups [4, 7, 8].
E. Results and Discussion

The experimental results indicate that the combined use of supervised and unsupervised
models provides robust detection capabilities across a wide range of scenarios, including
previously unseen anomalies [3, 12]. In particular, autoencoder-based anomaly detection proved
effective in identifying configuration errors and unusual pipeline behaviors, while supervised

classifiers achieved reliable performance in categorizing known threat types [3, 12].

The integration of Explainable Al methods, specifically LIME and SHAP, significantly
improved the interpretability of model decisions, enabling analysts to trace detections back to
meaningful features in logs, configurations, and metadata [2, 5, 17, 18]. This property is essential
for operational adoption and compliance with auditing requirements emphasized in security

standards and regulations [6, 7].

Federated learning experiments demonstrated that collaborative training across multiple
environments can preserve detection performance while reducing the need to centralize sensitive
operational data, thus supporting privacy and governance requirements [4, 7, 8]. Finally,
robustness testing under adversarial conditions confirmed that adversarial training and
systematic stress testing improve model resilience, although no approach can guarantee complete

immunity to sophisticated attacks [5, 6].

Overall, the results support the feasibility of the proposed architecture as a proactive,

explainable, and privacy-aware security solution for modern CI/CD pipelines, consistent with the

objectives outlined in DevSecOps-oriented security frameworks [12, 13].

6. Conclusion
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This paper presented an integrated, Al-driven approach to enhancing the security of
CI/CD pipelines in modern DevSecOps environments. The proposed framework combines
supervised and unsupervised machine learning, Explainable Artificial Intelligence, federated
learning, and adversarial robustness mechanisms into a unified architectural model designed to

address the dynamic and complex threat landscape of automated software delivery systems.

The analysis demonstrates that traditional, rule-based security controls are increasingly
insufficient for highly automated and rapidly evolving CI/CD infrastructures. In contrast, data-
driven methods enable scalable anomaly detection and risk classification across heterogeneous
data sources, including code repositories, pipeline logs, configuration files, and container
metadata. The integration of Explainable Al techniques ensures that automated decisions remain
transparent and auditable, which is essential for operational trust and regulatory compliance in

security-critical environments.

Furthermore, the adoption of federated learning addresses key data governance and
privacy constraints by enabling collaborative model training without centralizing sensitive
operational data. This property is particularly relevant for multi-environment and multi-
organizational CI/CD ecosystems subject to diverse regulatory requirements. The inclusion of
adversarial robustness considerations highlights the necessity of treating machine learning
models as potential attack surfaces and of continuously testing and adapting them against

evolving threats.

The experimental evaluation indicates that the proposed architecture can effectively
detect a broad range of security-relevant events, provide meaningful explanations for its
decisions, and maintain acceptable performance under privacy-preserving and adversarial
conditions. Although no technical solution can guarantee complete protection, the results
support the conclusion that Al-assisted, explainable, and privacy-aware security analytics
represent a practical and forward-looking direction for strengthening CI/CD and DevSecOps

security.
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Future work will focus on large-scale industrial validation, deeper integration with

organizational governance processes, and the exploration of advanced model lifecycle

management techniques to further improve robustness, transparency, and operational reliability.
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